
International Journal of Engineering Science and Computing, April  2019        21461                                                                 http://ijesc.org/ 

                     

ISSN XXXX XXXX © 2019 IJESC                                                                                                   

                                                       
 

 

Secure and Smart Future ATM with One Time Password 
Sruthi. M

1
, Swapna. M. P

2
 

PG Student
1
, Assistant Professor

2
 

Department of Computer Science 

Cherpulassery College of Science and Technology, Kerala, India 
 

Abstract: 

In today’s world, money can be essential at any time or anywhere such as shopping, travelling or health emergencies etc. The 

necessity of money can only be satisfied when you are carrying money with you. That also increases the risk of getting robbed. 

Bank is a safest place to secure money. Bank provides Automated teller machine (ATM) which can provide money anywhere you 

want. ATM is an easy mode to get money, you just need to insert card and give the password and you just got the money. But 

what if someone will keep your card and somehow, he/she will know your password, it will grant him/her full access to your 

money. That raises question on present security and demands something new in the system that can offer second level of security. 

One-time password (OTP) is password that authenticates an authentic user for only one login to the respective system. This paper 

gives the new method towards the security of Automatic Teller Machine (ATM) system. We are going to make use of one-time 

password (OTP) verification along with the use of ATM pin. In the present system there is no security layer is implemented in the 

ATM card except pin number. This system proposes a one-time password (OTP) to the user’s mobile number for further and more 

secure authentication system process. Thus, the system provides a totally secure way to perform ATM transaction with two level 

security. 
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I. INTRODUCTION: 
  

Quick development of banking technology has changed the 

way banking activities are dealt with. Banking technology like 

balance enquiry, withdrawal, etc. The ATM machine has card 

Reader and keys as input devices and display screen, cash 

dispenser, receipt printer, speaker as output devices. ATMs are 

connected to a host processor, which is a common gateway 

through which various ATM networks become available to 

users. Several banks, independent service providers owned this 

host processor. Account information of user is kept on the 

magnetic strip present at the back side of the ATM card. When 

we enter the card in the card reader, the card reader takes the 

account information and the information is used for the 

transaction purpose. The password is the only identity so 

someone can access the account when they have the card and 

correct password. Once the card and is stolen by the culprit and 

if he/she comes to know the password by any means then the 

culprit can take more money from the account in the shortest 

period, it may bring vast financial losses to the users. In the 

recent times, there have been many such ATM fraud cases. 

Due to some of the flaws in our present ATM system such as 

use of static that has impacted positively and harmfully to 

banking activities and transactions is the advent of automated 

teller machine (ATM). It is a computerized machine designed 

to allot cash to bank customers without need of human 

interaction. Today the ATM users are increasing in numbers. 

They use the ATM cards for banking transactions pin and 

ATM card, its users face several kinds of problem and there 

have been many issues associated with the present system. To 

overcome the problems associated with the present ATM 

System, in our project we are using one-time password (OTP) 

system. Security has always been a major concern and securing 

the integrity of it is the main goal of all organization. An ATM 

is an IT enabled Electro-mechanical system that has 

connectivity to the accounts of a banking system. When talking 

about ATM machines we are mainly concerned with Physical 

security which goals at ensuring Access control, Identification 

and Authentication. Access control is another thought of 

Information System security to confirm the identity of 

individual so that only authorized entity is accessible to the 

system. With the development of banking expertise, the way of 

banking has changed. On one hand where it has freed us from 

standing in long queues to carry out cash withdrawal, on the 

other it has also increased the risks of stealing. ATM 

(Automatic Teller Machine) has showed to be an easy and 

convenient way to carry out all our banking tasks in just few 

minutes. The existing ATM model uses a card and a PIN 

which gives rise to increase in attacks in the form of stolen 

cards, or due to statically assigned PINs, duplicity of cards and 

various other threats. To overcome, hybrid model which 

consists of conventional features along with additional features 

like one-time password (OTP) is used. Database holds 

information about a user's account details, mobile number 

which will improve security to a large extent. 
 

II. LITERATURE REVIEW: 
 

The system offers authentication for system access or for login 

and other application requiring authentication that is secure 

contrary to passive attack based on replaying captured reusable 

password. The security of the OTP system is based on the non-

invertibility of secure hash function. Such a function must be 

controllable to compute in the forward direction, but 

computationally infeasible to invert. The onetime password 

(OTP) based authentication system uses a secret pass-phrase to 

generate a sequence of one-time single use password with in 

this system, the user pass-phrase never need to cross the 

network at any time such as during authentication or through 

pass-phrase changes. The OTP system protects against external 

passive attacks against the authentication subsystem 
[1]

. There 

are two units in the operation of the OTP one-time password 

system. The generator must produce the appropriate one-time 

password from the user's secret pass-phrase and from 

information provided in the challenge from the server. The 

server must send a task that covers the proper generation 
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parameters to the generator, must verify the one-time password 

received, essential store the last valid one-time password it 

received, and essential store the corresponding one-time 

password sequence number. The server must also facilitate the 

changing of the user's secret pass-phrase in a secure manner. 

The OTP system generator passes the user's secret pass-phrase, 

along with a seed received from the server as part of the 

challenge, through multiple iterations of a secure hash function 

to produce a one-time password. After each active 

authentication, the number of secure hash function iterations is 

reduced by one. Thus, a unique sequence of passwords is 

generated. The server authenticates the one-time password 

received from the generator by computing the secure hash 

function once and comparing the result with the previously 

accepted one-time password. This method was first suggested 

by Leslie Lamport 
[2]

. One mode of attack taking place in 

networked computing system is eavesdropping placed on 

network connections to get authentication info such as the 

login IDs and passwords of valid users. Once this information 

is taken, it can be used at a later time to gain access to the 

system. One-time password systems are intended to counter 

this type of attack, called a "replay attack"
[3]

. The One-time 

password (OTP) system security is very important because no 

one should be able to guess the next password in sequence. 

The sequence should be random to maximum possible extend, 

unpredictable and irreversible 
[4]

. OTP is a mechanism that 

prohibits the unauthorized access of protected resources like 

user account. The OTP approach entails the user to use 

different password for each login it is widely accepted for two 

factor authentications. The op system generator passes the user 

secret pass-phrase along with a seed received from the server 

as part of the challenge through multiple iterations of secure 

hash functions to produce a one-time password. After each 

successful verification, the number of secure hash function 

iterations is reduced by one. Thus, a unique sequence of 

password is generated. The server validates the one-time 

password predictable from the generator by calculating the 

secure hash function once and comparing the result with the 

previously accepted one-time password 
[5]

. The OTP principle 

highlights that each time the user tries to login, the algorithm 

produces pseudorandom output, thus improving the security. 

An OTP is a password that is only valid for a single login or a 

single transaction 
[6]

. 
 

III. EXISTING SYSTEM: 
 

The automated teller machine (ATM) is an automatic banking 

machine (ABM) which allows customer to complete basic 

transactions without any help of bank representatives. There is 

no security layer is applied in the ATM card except PIN 

number. ATM card falling into mistaken hands, and the PIN 

number being cracked by a stranger. Then stranger can easily 

use the ATM card. PIN can be hacked by slightly means like 

shoulder surfing, mutual friends, family friends etc. After PIN 

is accurate there is no one who can catch attacker to steal 

money from bank. It is just like stealing from cupboard. 

Existing ATM system is not the safest system for the most 

important asset of human being i.e. Money. There is a 

necessity of some new system which is easy to adapt and more 

secure. 
 

IV. PROPOSED SYSTEM: 
 

The key objective of this project is to deliver more security to 

the ATM system by using most trusted and easy way that is 

One Time Password (OTP). When user needs to use OTP of 

the ATM System, the OTP should be produced at that time 

only with current time and user’s available data in the present 

database system and OTP should be sent on registered mobile 

of the user. This project helps to overcome the problem of 

complexity and offers easiest way to secure the ATM 

transaction. Whenever person enters account number onto the 

ATM machine, the system needs PIN to authenticate the user. 

If the PIN number gets verified, the OTP is generated and sent 

to user’s mobile number. The transaction will succeed only if 

the user enters valid OTP, otherwise transaction will fail. 

Again, the user will repeat the above steps until authorized 

OTP was entered. If the OTP entered is incorrect more than a 

particular limit the card will be blocked. At the period of 

opening account, the bank system will ask about mobile 

registration of the mobile number of the user. This information 

will be kept in the bank database for further reference. When 

User goes to any ATM machine, he/she has to swipe card to 

machine after that machine and bank server will check 

validation and authentication of that card, if card and its 

information is accurate machine will ask the PIN of the user. 

That card detail and PIN will be confirmed on the banking 

system. If PIN entered by the user is correct then the user will 

undergo for another verification (i.e.; OTP). After verification 

of the card owner and PIN, system will access the  user details 

from database and generate the OTP that will be further send 

to the mobile number of the user. When user gets OTP code on 

mobile, he/she has to enter that code on the screen in similar 

way as PIN. But here unintended problem arises for example 

dead battery of mobile, no network coverage or delayed SMS 

delivery. To deal with difficulties like this, user will be having 

another option as Biometric which is as real as OTP in terms of 

securing any system. If entered OTP is accurate then ATM 

system will allow access to user for transaction. The flow chart 

shown below describes the proposed system of automatic teller 

machine (ATM). 

   

       
Flow chart: proposed model of ATM 
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V. ONE-TIME PASSWORD: 

 

If the user wants to authenticate the transaction at any time 

ONE TIME PASSWORD is method more efficient one. OTP 

algorithm's security is very significant because no one should 

be able to guess the next password in sequence. The sequence 

should be random to the extreme possible extent, unpredictable 

and irreversible. Features that can be used in OTP generation 

include names, time, seeds, etc. 

 

i. OTP working: 

For implementing OTP, we will make use of GSM modem to 

send SMS (an OTP) to user’s mobile number. The awareness 

to use mobile phones is preferred over e-mail because the 

people in rural areas have simple phones which can obtain text 

messages but have no internet connections and e-mail 

facilities. Since mobile phones are abundant, we intend to use 

mobile phones so that everyone can take the benefit of the new 

proposed system. The user will receive OTP immediately after 

pin number verification. Once OTP is received user has to 

enter the code which is of 4-digit. User gets three chances to 

enter the code. If the code is entered incorrectly in three 

consecutive attempts account gets temporarily blocked and 

notification is sent to registered mobile number. 

 

ii. Advantages of OTP: 
 

➢OTPs are not vulnerable to replay attacks as they are valid 

just for a single login. 

➢ Provides  a  stronger  method  for authenticating your ATM 

transactions. 

➢ More advanced security system to protect you and your 

money through ATM. 

➢ Acts as an extra level of protection should your Card 

Number and PIN be compromised. 

➢ OTPs are generated at random and are valid only for a 

specific period of time, thus ensuring utmost security. 

 

➢ SMS is the cheapest option to distribute OTP to the user. 

➢ Delivering OTP to mobile phone is simple and secure, as 

the user carries the mobile phone at all times. 

➢ There is no need for the user to carry an extra device, say a 

token, to view the OTP. 

➢ SMS is familiar, has huge customer base and can reach 

almost every single user. 

➢ SMS is available in all kinds of handsets. 

➢ It’s totally free, secure and easy to use. 

➢ OTP through SMS effectively eliminates the need for users 

to create and maintain passwords and fails password-cracking 

efforts by phishers. 

 

VI. CONCLUSION: 

 

Now a day’s ATM security is a key problem in banking 

system. Now a day‘s security system used in ATMs is 

completely based on PIN security system which is vulnerable. 

Banks deliver four digits PIN to the user which can be changed 

later by the user. After first use, user generally changes the 

password and keeps password quite guessable. This is the main 

disadvantage of this PIN type ATM system. When ATM card 

is lost or stolen it is essential to close the ATM card by 

contacting the bank immediately. The paper indicates the 

strong verification of ATM card with the help of One Time 

Password (OTP) on mobile device. So, in this paper with the 

help of Password authentication and OTP the system will be 

simple, profitable and security level will get increase in an 

ATM transaction. This project is established on the basis of 

more need of security in ATM banking system. Now-a-day’s 

ATM is receiving less secure with emerging ways to 

hack/crack ATM PIN or ATM card. Use of OTP is best and 

easy way to deal with these security threats. That OTP will be 

transfer on registered mobile number of the user. And that 

OTP will be used toward access ATM transactions. Another 

significant point in proposed system is that it demands lesser 

changes to the present system of Bank and ATM. That means 

minor overhead will be required to change the whole system 

with enhanced security. In future work biometrics can be used 

as future enhancement. By taking the everyday life difficulties 

that is phone got switched off, battery is down, less coverage 

of network can disturb the OTP.to avoid application-based 

problem this project also suggests a solution i.e. biometric 

security, by using biometric security another security will be as 

same as OTP. And OTP”,  
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