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Abstract:

The cloud computing is very promising data storage system. Recently advancement in cloud computing resulted in loss of security
control over the cloud base asset. This may be due to accessing data by unauthorized user. The system introduces new cloud security
management framework. The splitting of text data file and randomly store it at different position will not be easily accessible. The
objective of this paper is to provide data security of cloud and their authentication techniques. The cloud data security method uses the
symmetric encryption and asymmetric encryption algorithms with their strong authentication techniques. The use of relevant algorithm
deals with the level of data safety in cloud because data security in cloud computing is a serious issue as the data centers are located
worldwide. Authentication is the most essential procedure to ensure the cloud data in a secured manner. However, strong user
authentication is the main requirement for cloud computing that reduces the unauthorized user access of data on cloud. Data security is
a more important issue of cloud computing. The survey is completely based upon the estimation for the cloud data security and
authentication resolution. Almost, the inventors use the symmetric and asymmetric encryption algorithms with other authentication

methods.
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I. INTRODUCTION

Itis introduces new cloud security management framework. The
system uses the hashing function & key management to provide
the security and authentication to target data. Cloud computing
supports distributed service oriented architecture, multi-users and
multi-domain administrative infrastructure, it is more prone to
security threats and vulnerabilities.

At present, a major concern in cloud adoption is its security and
Privacy. Cloud computing nowadays is the precondition and
essential part of the computing globe using whole day developing
in its usages and popularity. Huge estimate of users is currently
depending on cloud computing application for their everyday
work of authority and produce services over the computer
internet. Cloud represent as data centre. A client makes use of
cloud resources, applications, storage and different services and
is charged accordingly.
This system will provide the following benefits:

e  Provide authentication.

e Data Security

e Restrict direct access of files.

e The detection of masquerade activity.

o Data confidentiality.

o Efficiency.
It introduces new cloud security management framework. The

system uses the hashing function & key management to provide
the security and authentication to target data. Cloud computing
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supports distributed service oriented architecture, multi-users and
multi-domain administrative infrastructure, it is more prone to
security threats and vulnerabilities. At present, a major concernin
cloud adoption is its security and Privacy. Cloud computing
nowadays is the precondition and essential part of the computing
globe using whole day developing in its usages and popularity.

1. EXISTING SYSTEM

There are many systems related the dynamic groups for data
sharing in cloud is very efficient. This system supports dynamic
users and dynamic groups efficiently. User invocation and
revocation is updated by the group manager so that any change in
the system is reflected to all the users thus the system works more
efficiently.

For additional security this project used two level security
systems. This system provides the more security. A new type
authentication system was highly secure and efficient. This
system is also more users friendly. The experimental results show
the proposed system is secure and time consuming. This system
provides the better results.

I11. PROPOSED SYSTEM

The user is to provide data for storage over the cloud. In this the
user has the option to encrypt the Data if he wishes to before
uploading the same. This adds another layer of security to the
user’s data. After this point the user can upload the Encrypted
data to the Cloud. While doing the same, the user provides the
value of Confidentiality, Integrity and Availability. When user
sends request along with username to access the data to cloud
provider, the cloud provider first checks the user mobile number,
it then generates the OTP and sends it to the Users Mobile. Now
the user needs to enter the OTP received for authentication, and
after authentication access to the data will be provided.
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IV.ARCHITECTURAL DESIGN
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Figure.1. Architecture Diagram.

File content splitting: - This module used for splitting the
content of file. It takes the file as it’s input. By using the user
defined function it split the content of file in several parts is the
output of this module. File split uses the open function is to open
the file and file is divide into several parts using floor function. It
also needs number of parts to be dividing as specified in program.

File storing:-This module used for store the split content of file
randomly in different places. It takes the input from the ‘File
content splitting module’ the content are split in several parts
module store it randomly in different places in the cloud storage.

File storing:-This module used for store the split content of file
randomly in different places. It takes the input from the ‘File
content splitting module’ the content are split in several parts
module store it randomly in different places in the cloud storage.

File security:-This module generates the accessing key for the
user and sends to user. The generated key is used in the login of
the user. Key confirms the user authentication.

File merge & download:-This module merges all spitted data of
specific file. And it provide authentication when retrieve file. It
using hash function and key for it. Only authenticate user
download the merged files.

The objective is to provide data security of cloud and their
authentication techniques. The cloud data security method uses
the symmetric encryption and asymmetric encryption algorithms
with their strong authentication techniques. The use of relevant
algorithm deals with the level of data safety in cloud because data
security in cloud computing is a serious issue as the data centres
are located worldwide. Authentication is the most essential
procedure to ensure the cloud data in a secured manner.
However, strong user authentication is the main requirement for
cloud computing that reduces the unauthorized user access of
data on cloud. Data security is a more important issue of cloud
computing. The survey is completely based upon the estimation
for the cloud data security and authentication resolution. Almost,
the inventors use the symmetric and asymmetric encryption
algorithms with other authentication methods. Symmetric
algorithms are AES and asymmetric algorithm are Daffier-
Hellman and ELGamal. The Authentication techniques are one
time password. So a hybrid technique which is a combination of
these encryption techniques and authentication method gives a
more excellent and strong security on cloud data.
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V. USE CASE REALIZATIONS
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Figur.2. Use case Diagram

Use case diagrams are used to visualize, specify, construct,
and document the behaviour

Of the system, during requirement capture and analysis.

A use case is a contract of an interaction between the system
and an actor.

Provide a way of developers, domain experts and end-users
to communication.

Serve as basis for testing.

Use case diagrams contain use cases, actors, and their
relationships use case.

. Use cases specify desired behaviour.

o A use cases is a description of a set of sequences of
Actions, including variants a system performs to yield an
observable result of value to an actor.

. Each sequence represents an interaction of actors With
the system.

This use case realization contains three parts User, Framework
and Admin. In the first part user can register his information in
framework page. After registering admin can verify the user
profile. After verification user can login into the system. Then
system shows successful registration notification. If user can
enter successfully then he can upload his document or download
the document.
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Advantages:

Provide authentication.

Data Security.

Restrict direct access of files.

The detection of masquerade activity.
Data confidentiality.

Efficiency.

Scope:

It introduces new cloud security management framework. The
system uses the hashing function & key management to provide
the security and authentication to target data. Cloud computing
supports distributed service oriented architecture, multi-users and
multi-domain administrative infrastructure, it is more prone to
security threats and vulnerabilities. At present, a major concern in
cloud adoption is its security and Privacy. Cloud computing
nowadays is the precondition and essential part of the computing
globe using whole day developing in its usages and popularity.
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VI. RESULT ANALYSIS

Comparing to existing computerized system, our system is gives
more security and also System gives better user friendly
environment for the users.

» Accurate information is available.

> It provides chances of such types of errors are much low
and Provides security to the system & user data. User can
easily work in project.

» Admin can decide and verify the registered user is
Authorized or not authorized to access system.

» The most important is our system will provide more
security to text files, i.e. the original file can split into
different parts and store it’s into different location, when
user may wish to download files user can enter the
generated OTP and download the original file hence it will
provide the more security to the user data.
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security  response  accuracy

Existing System Proposed System

Existing System
> In existing system data
Access by unauthorized

Proposed System

> In proposed system data
access by only authorized

ogin time accessibility

used secret key to
protect the data from

user.[2] user.

» Cloud computing resulted In proposed system cloud
in loss of security control computing gives a more
over the cloud base security by using
asset.[1] generated OTP.

>» Existing system cannot Proposed system can used

secret key to protect the
data from unauthorized

unauthorized user.[4] user.
»  Unauthorized person is |»
allowed to access the
corresponding data.[3]

Only authorized person is
allowed to access the
corresponding data if user
is verified by admin.

» It gives low accuracy |»
and less security has
been provided. [2]

Proposed system gives
high accuracy and more
security by using OTP
and file split.

VII. CONCLUSION

All the sharing files are secured stored in Cloud Servers and the
entire session key are protected. Cloud Servers’ aid based OTP to
dynamically updating group key pair when there’re group
members leaving or joining the group, the scheme can still do well
which can delegate most of computing overhead to Cloud Servers
without disclosing any security information. From the security and
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performance analysis, the scheme can achieve the design goal, and
keep a lower computational complexity and communication
overhead in each group members’ side.

VIII. ACKNOWLEDGEMENT

We are thankful to Prof.Basavaraj M.Hunshal Asst. Professor,
Dept. of Computer Science & Engineering who gave unending
support right from the stage. We also thankful Prof. Ashwini V.
Gavali. Asst. Professor, Dept. of Computer Science &
Engineering who has played an important role in carrying this
work.

IX. REFERENCES

[1]. Ramandeep KaurBhinder el al. [2015] A Review on Using
Cryptography Techniques for Securing User Data in Cloud
Computing Environment. International Journal of Computer
Science & Communication (IJCSC),.6:83-86.

[2]. NiteenSurv et al. Framework for Client Side AES Encryption
Techniques in Cloud Computing. International Advance
Computing Conference (IACC), 525- 528.

[3]. Periyanatchi S, Chitra.K. [2015] Analysis on Data Security in
Cloud Computing-A Survey. International Conference on
Computing and Intelligence Systems 04:1281 — 1284,

[4]. LovepreetKaur et al. [2015] A Survey on the Encryption
Algorithms in the Cloud Security Applications. International
journal of Science Technology & Management (1JSTM), pp.1-9.

[5]. Neha A Puri et al. [2014] Deployment of Application on
Cloud and Enhanced Data Security in Cloud Computing using
ECC Algorithm. pp. 1667— 1671.

Books
[1]. “Web Programming”, by ‘Chris Bates’ Wiley Dreamtech
India, 2™ Edition.

[2]. “Software Engineering”, lan Somerville, Sixth Edition,
Pearson Education Ltd.

[3]. “HTML Complete References” Easy steps to develop web
pages.

Websites:
[1]. http://en.wikipedia.org/wiki/PHP_for Php.

[2]. http:/Amww.hotscripts.com/category/php/ for Php
[3]. http://mwww.mysgl.com/click.php?e=35050 for MySq|l.

[4]. http://mww.w3schools.com for information on DHTML and
AJAX.

X. AUTHORS

e

-

Prof. Basavaraj M. Hunshal, ~M.Tech. (CSE) Asst. Professor.
Research Interests: Wireless Networks, Big Data
E-mail:b.hunshal22@gmail.com

12744 http://ijesc.org/



T

o [}

Mr.Praveen D. Madagudi (CSI-01373397) is studying in 4"
year of B.E(CSE) at KLECET,Chikodi, Karnataka. He can be
reached at praveen.madagudi31@gmail.com

Mr.Chetankumar S. Bidari (CSI-01373395) is studying in 4"
year of B.E(CSE) at KLECET,Chikodi, Karnataka. He can be
reached at chetanbidari809@gmail.com

Mr.Manjunt G. Hubballi (CSI-01332705) is studying in 4"
year of B.E(CSE) at KLECET,Chikodi, Karnataka. He can be
reached at manjuhubballiO2@gmail.com

AR HD
Mr. Trimurthy S. Panchal (CSI-01373386) is studying in 4"
year of B.E(CSE) at KLECET, Chikodi, Karnataka. He can be
reached at trimurthypanchal1995@gmail.com

International Journal of Engineering Science and Computing, june 2017

12745

http://ijesc.org/



