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Abstract:  

In our paper ,we have implemented Security in wireless mobile ad-hoc network by using Novel Intrusion Detection System in Aodv 

routing protocol. Aodv routing protocol is a distance vector routing protocol used for better performance, we are implementing the 

method of Intrusion Detection System, which is based on the principle of network, nodes or information misuse detection system, 

which can accurately compare the signatures of known attacks and has a low rate of packet dropout’s alarms. We are bounding 

wireless mobile ad-hoc network nodes to getting updates from unknown or unwanted nodes on the same network through routing 
table; we are using a Novel intrusion detection technique with the help of routing protocols in MANET (mobile ad hoc network). 

MANET is very popular and efficient, easy and secure way of communication between two or more mobile user ends and we can 

send and receive data, information, updates and signals from one end to another known end  securely by using Novel Intrusion 

Detection System technique and by blocking unknown nodes in MANET.                                            
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1. INTRODUCTION  
 

Mobile ad-hoc network is a wireless and baseless network 

which does not require any physical media or infrastructure 

to communicate between wireless ad-hoc network nodes. A 
mobile ad hoc network (MANET) is a self-configuring 

infrastructure less (fig.1.1) network of mobile devices which 

is connected by wireless. 

 

This Wireless is a new technology that allows users to access 

information and services in spite of the geographic position. 

Now a day’s people can easily access the things whenever 

and whatever they want from  this technology. In general, 

wireless network are of two types: Infrastructure network and 

ad hoc network. Mobile ad hoc network (MANET) [3] is an 

autonomous group of mobile users who communicate with 

each other without any fixed infrastructure and centralized 

administration. Since the hosts are mobile, the network 

topology may change rapidly and unpredictably over time. 
 

 Wireless Ad-hoc network  is less secure network and open 

network to every node or intruder. Any node can easily get 

connected to our wireless mobile ad-hoc network and get 

updates. That’s why we consider wireless ad-hoc network 

less secure and open network, wireless ad-hoc network does 

not require any physical topology or cabling media for 

communication. So it is important to secure this network 

from outsiders. 

 

 
Fig.1.1 Infrastructure of MANET 
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2. LITERATURE SURVEY 

This section represents the overview of related paper based 

on the current research. These papers are not completely 
related to the  proposed approach, but definitely enhance the 

performance of network routing protocol. 

In this existing approach [1] an implementation of AODV 

routing protocol with multi-metrics were presented. In this 

implementation AODV -UU (Uppsala University) Routing 

protocol is modified under the performance of multi-metrics. 

Here hop count is the base matrix. It measures the number of 

hops in between source and destination in a path. Here,the 

first HELLO message is customized to confirm link quality. 

If a node didn’t succeed to receive several HELLO messages 

[1] from a neighbor, a link break is detected. 

Author Aloka Bandyopadhyay,Satyanararayana Vuppala and 
Prasenjit Choudhary [2] have suggest the default 3561.in this 

a malicious node is override the restrictions by giving 

RREQ_RATELIMIT by increasing it or disabling it, is thus 

allowing it to send large numbers of RREQ packets per 

second. A node is having self control over its own parameter. 

This is the reason of flooding the node with the false route 

request, which is a cause of DoS [5] attack due to network 

load forced by RREQ. 

Author S.Kannan, T.Kalaikuramaran, S.karthik and 

V.P.Arunachalam [6] has been used to detect malicious node 

who floods the network using RREQ messages, it proposed 
statistical approach to avoid the forwarding packets via the 

concept of RREQ counts.  

 

3. PROPOSED WORK 

 In this paper, we are implementing the method of Intrusion 

detection system which is based on the principle of network, 

nodes or information misuse detection system, which can 

accurately compare the signatures of known attacks and has a 

low rate of packet dropout’s alarms. In Our paper work we 

have focused on Ad-hoc on demand distance vector routing 

protocols, which are extensively used and trouble-free to 

implement. The general move towards taken at the same time 
as effectively implementing the scheme for AODV routing 

protocol ,which allows us to integrate it in several other 

MANET [4] routing protocol. 

 

A) Proposed Solution 

We can take these all parameters from previous paper [3], we 

also calculate the same overheads in those parameters .We 

can observe that after involving TTL field, it gives better 

performance. 

We can calculate the following parameters:- 

 

1. PDR (Packet Delivery Ratio) - It is the number of 
delivered data packets to the node.  The greater is the value 

of the packet delivery ratio better is the performance of the 

node. 

PDR= (Number of Packet's Transmitted)/ (Total Number of 

Incoming Packets) 

 

2. Control overhead- The ratio of the number of routing 

protocol control packets transmitted to the number of data 

packets is known as Control overhead. 

CO = (Number of Control Packet’s Transmitted)/ (Total 

Number of Packets) 
 

3. PMIR (Packet Misroute Rate)-Node sends packet to the 

wrong destination is called misroute data packet. PMIR ratio 

is the number of misroute packet is delivered to the 

transmitted packets. 

PMIR= (Number of Packet's Misrouted)/ (Total Number of 

Incoming Packets)

 

    Routing table generation 

 
 

 

 

Routing table of M1                                                      

 

   …..Topology information 

   ….Wrong topology information 
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In our paper work of  the Novel intrusion detection system 

(fig.4.1) is included , it detects the misincident happens in the 

network, in our component we analyze the outcome from 
first to last number of misincident comes on the network and 

after that after an Intrusion detection system we protect 

through miss incident. 

 

B) ALGORITHM FOR SECURITY IN WIRELESS 

MOBILE AD-HOC NETWORK USING NOVEL 

INTRUSION DETECTION SYSTEM AND 

MAINTAINING TTL (TIME TO LEAVE) SYSTEM 

 

I. Initialization 

Set TTL_START = 5  

Set TTL_THRESHOLD = 7  
Set TTL_INCREMENT = 2  

 Set NETWORK_DIAMETER = 30              

 

II. Calculation of TTL Time 

 rt->rt_req_last_ttl = max(rt->rt_req_last_ttl,rt-

>rt_last_hop_count); 

 

III. Check Whether TTL is zero or not 

 if (0 == rt->rt_req_last_ttl) { 

 // first time query broadcast 

   ih->ttl_ = TTL_START; } 
 else { 

 

IV. Expanding ring search 

   if (rt->rt_req_last_ttl < TTL_THRESHOLD) 

     ih->ttl_ = rt->rt_req_last_ttl + TTL_INCREMENT; 

   else { 

 

V. Network-wide broadcast 

     ih->ttl_ = NETWORK_DIAMETER; 

     rt->rt_req_cnt += 1; 

    } 

} 

 

VI. Remember the TTL used  for the next time 

 rt->rt_req_last_ttl = ih->ttl_; 

 

C)  ROLE OF INTRUSION DETECTION SYSTEM  

1) Intrusion detection is a security technology that 

attempts to identify individuals who are trying to 

break into and misuse a system without 

authorization 

 

2) An intrusion-detection system (IDS) [9] can be 
defined as the tools, methods, and resources to help 

identify, assess, and report unauthorized or 

unapproved network activity 

 

Misuse Based Intrusion Detection Systems 

1) Misuse based IDSs operate based on a database of 

known attack signatures and system vulnerabilities 

 

 

 

AODV protocol based IDS 

1) Intrusion detection and response model (IDRM) to 

enhance security in the Ad Hoc on Demand 
Distance Vector (AODV) routing protocol. 

Techniques for Intrusion-Resistant Ad Hoc Routing 

Algorithms  

1) TIARA  is a set of design techniques that strengthen 

MANETs against DoS attacks[5]. 

 

4.  SIMULATIONS AND RESULTS 

We use NS3 as the simulation platform, and table I lists the 

parameters used in the simulation scenarios. We use three 

parameters PDER, CO and PMIR [7] to evaluate the 

correctness and efficiency of the behavior scheme. 

Overall, the research can be alienated into two phases - 
Behavior stage and classification stage. In behavior stage 

collect the behavior of every node through the simulation. 

After this pass to this behavior in the NS3[8] if the node 

cross the threshold limit they  detect as a flooded node. 

 

A) RESULT AFTER IMPLEMENTING NOVEL 

INTRUSION DETECTION SYSTEM AND 

MAINTAINING TTL (TIME TO LEAVE) SYSTEM 

We use NS-3 simulation platform and table 1 lists the 

parameter we used in this, we can use the following 

parameters PDER, CO, PMIR to evaluate the performance 
and efficiency of nodes. We have been doing research in two 

phases –Behavior phase and Classification phase .In the 

behavior stage we can collect the behavior of each and every 

node by simulation. After doing the behavior phase, we can 

check this behavior in  the Novel intrusion detection system, 

which can detect the node that is unwanted or malicious. 

 

                 TABLE 1. SIMULATION PARAMETERS 

 

Simulation Parameter Value 

      Simulator NS-3(v-3.14) 

     Protocol  AODV 

Simulation time 100 seconds 

Number of  Nodes 70,80,90,100,120 

Transmission Range 200m 

Traffic Type UDP 

Simulation Area(m*m) 800*800 

 

In this we compare the performance of different nodes and 

analysis the performance of the network after detection of 

unwanted and malicious nodes and also calculating the time 
of travelling of packets from one node to the other. In the 

previous paper  some figures are given which shows the  

performance activity of nodes, we can also use that figure in 

our paper to compare the performance .Here , the figures 4.1 

and figure 4.2 by this figure ,we can calculate the threshold 

value which doesn’t cross the limit that means it is flooded as 

soon as by Intrusion detection system ,we can find out the 
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malicious and unwanted node so we can prevent as well as 

detect the unknown attackers. 

 

TABLE .1  IDS NODES DETECTED BY NS3 
 

No. of Nodes Flooded nodes 

(by IDS in 

SVM) 

IDS(intrusion 

detection system 

using NS3) 

70 1 2 

80 2 4 

90 1 2 

100 1 3 

120 5 8 

The above table shows the total number of  Intruder  nodes in 

a given set of  input  nodes.It can compare the previous paper 

results to our results. 
 

Overall Summary  

SEND     =   8405.00 pckts 

 RECV                 =   6050.00 pckts 

 ROUTING PKTS   =   8144.00 

 PDF     =   71.98 

 NRL                             =  1.35 

 AVERAGE E-E DELAY (MS)   =          614.28ns 

 NO. OF DROPPED DATA (PACKETS) = 2277pckts 

 NO. OF DROPPED DATA (BYTES)   = 2325100 bytes 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Fig 4.1.                A. Previous result                                                                         B.  Updated result 

        

We can see that in fig.4.1 (A) nodes behavior the blue color 

nodes are malicious as it detected by previous method and 

prevented also but it cannot calculate the time of travelling of 

packets from one node to another .After implementing TTL 

field to that result ,we can see in updating result fig 4.1 (B) 

that there is no malicious node in it which shown by blue 

color. 

 

 

 

 

 
 

 

                 

 

    

 

 

 

 

 

Fig 4.2 AODV ROUTING WITHOUT TTL FIELD USING SVM 
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Fig 4.3 AODV ROUTING WITH TTL FIELD USING IDS 

 

4. CONCLUSION  

Routing Protocols of Mobile Ad-hoc network are very useful 

and played a very important role in wireless Mobile Ad-hoc 

network Intrusion detection system after implementing above 
mentioned new algorithm for the Intrusion detection system, 

we can block or restrict unknown nodes from attacks and can 

establish a secure ad-hoc network and for result and coding 

we  used Network Simulator 3 [8] software for getting better 

result and performance. We have also worked in TTL fields 

in MANET and we have implemented a Security in wireless 

mobile ad-hoc network using Novel Intrusion Detection 

System. 
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