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Abstract:
This paper describes the enhanced technique for data hiding for more secure transmission. Steganography is the method for hiding
the data into the cover image so that no one can detect the original data without having the key. In this paper proposed advance
method of steganography using discrete wavelet transform (DWT) for achieving very high signal to noise ratio (SNR) and low
mean square error (MSE) even if the size of original data is less.
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I.

M and N are the number of rows and columns in the input
images, respectively.

INTRODUCTION

Steganography is the data hiding method in which we can hide
information within the covering objects like image, audio and
video with the help of this method and we can secure
important information from others. In this paper we used
image steganography technique where we can hide the
information within the covering image without changes its
parameters and its original size. In present time there are many
methods available for steganography the most common
method is least significant bit (LSB) method. With the help
LSB steganography technique it’s very easy to encrypt the
information within the covering image but now hackers can
easily detect the hidden information from the cover image. So
now the main task is to protect the information from others this
is very important to improve the steganography approach to
high encryption for protecting the user’s information.
II. IMAGE STEGNOGRAPHY PARAMETERS
When large information is embedded within the cover image
then there is some major changes detected in the image and
these change in image colours and its softness which is not
good for the steganography process so there are some
important parameters which should be considered in the image
steganography process is done and these parameters are:
A.

Capacity:

This parameter shows that how many number of bits
embedded within the covering image without changes the
image quality in the steganography method.
B.
Mean Square Error :
Mean square error shows the quantity of change in the
received image data (i.e. error) and between the cover image
input data.The mean-squared error (MSE) between two images
I1 (m,n) and I2(m,n) is [1]: Calculated as;

.....(1)
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C.

Peak Signal-to-Noise Ratio:

Peak Signal-to-Noise Ratio (PSNR) protect this problem by
scaling the MSE according to the image file range [2]:

......(2)
PSNR is calculated in decibels (dB). Peak signal to noise ratio
is an evaluating measurement for comparing for restoration of
results for the same covering image.
III. THE CONVENTIONAL LSB STEGANOGRAPHY
METHOD
The least significant bit (LSB) steganography method [3-4] is
the most common spatial domain technique [5], in which
consecutively replaces the least significant bit of cover image
file with the information bits. The LSB method changes some
or all the eighth bit of image’s data so that the image’s changes
are not perceptible for any human eyes. When using a colour
image file the LSB of each of the Blue, red, and green
components can be used in this process.
Therefore, the capacity for hiding or embedded secret
information within a colour image is triple of the same cover
image size in the gray scale mode. When the data file is
embedded subsequently to the all bytes of cover image file, it
would be very easy to detect and identified and extract the
message from the received image file. A moderately more
secure method is improvised to have secret key between the
transmitter and receiver to specify which bytes of image have
been used for hiding data [6].
IV. PROPOSED STEGANOGRAPHY METHOD
In recent years so many methods and approaches are used to
hide the information within the cover image is like LSB
steganography, and using different transform functions like
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discrete cosine transform (DCT) and discrete wavelet
transform (DWT) with LSB methods. In this proposed work to
hide the text data within the cover image we used advance
approach to create a stegno image file. In this process we first
differentiate the red, green, and blue channel then after using
one of the channel we perform the DWT and transform into the
four frequencies low low(LL), low high(LH), high low(HL)
and high high(HH) frequencies components.

LL1

LH1

HL1

HH1

The HH is less sensible to virtual eye so we can use this
component to hide the data and after choosing this we perform
the singular value decomposition (SVD) operation to increase
the security and after the final step we used LSB
steganography to create the stegno file. Figure 1 shows the
block diagram of the proposed work.
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Figure.1. Block Diagram of proposed work
Same process will followed by the receiver end to recovering
the original image and hiding information from the encrypted
image. The encryption and decryption process is analysed
with the help of MATLAB software through which we can
simulate the code and process the steganography process and
compare the results and calculated the MSE, PSNR, and its
capacity of the cover image as well as the encrypted image
data for the whole process.
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V. EXPERIMENTAL RESULTS
The proposed method is implemented using the MATLAB
software through which we used the Lena, Baboon, Peppers,
and Sail Boat and tunnel image objects .All the cover images
have .bmp image format and the same dimension of 512 × 512
and with the same size of 768 KB of 24 bit bit-maps.We
encrypted the data in all these images and compare the results
in term of MSE and PSNR to see how effective the proposed
work. The Simulation results are mention in the figure 2 given
below:
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Cover Image

DWT extraction

Stegno image

Figure.2. Column wise Cover images, DWT extraction and
Stegno images of Baboon, Lena, Peppers, Sail boat and
Tunnel
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Table .I. Stastical Measurment
Image
Name

MSE

PSNR

BER

Baboon

0.00025177

84.1548

0.00006676

Lena

0.00028992

83.5421

0.00014114

Peppers

0.00032806

83.0052

0.00008297

Sail Boat

0.00023270

84.4969

0.00004911

Tunnel

0.00024414

84.2884

0.00005865
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VI. CONCLUSION
In this work, we proposed the advance technique to hiding the
data within the cover image file. This method gives the better
results and shows the high order of security of message with
the help of DWT and SVD before the LSB steganography and
also we analysed the cover image and stegno image with
respect to different parameters of MSE, PSNR and BER. The
size of the stegno image and cover image is also which is the
best for security and this proposed method provides the high
security so that the hackers could not detected the hidden
information.
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