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Abstract: 

With the large growth of important data on cloud, cloud security is obtaining a lot of vital than even before. The cloud information 

and services reside in massively ascendible information centers and might be accessed all over. The expansion of the cloud users 

has sadly been accompanied with a growth in malicious activity within the cloud. More and more vulnerabilities are 
discovered and nearly daily, new security advisories are revealed. Countless users are surfing the Cloud for varied purposes, so 

they have extremely safe and protected services. The long run of cloud, particularly in increasing the range of applications, 

involves a way deeper degree of privacy and authentication. We tend to propose a straightforward information protection model 

wherever information is encrypted exploitation Advanced secret writing common place (AES) before it's launched within the 

cloud, so making certain information confidentiality and security. 
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1. INTRODUCTION 

 

The quickly growing variety of wireless communication users 

has led to increasing demand for security measures and devices 

to guard user information transmitted over wireless channels. 

Two kinds of crypto logical systems have been developed for 

that purpose symmetric and asymmetric cryptosystems. 

Symmetric cryptography like within the Data Encryption 

Standard, 3DES and Advanced Encryption Standard (AES), use 

the same key for the sender and receiver, each to encrypt the 
original message and decrypt message cipher text. Asymmetric 

cryptography, like within the Rivest-Shamir-Adleman (RSA) 

uses completely different keys for encoding and decoding, 

eliminating the key exchange drawback. Symmetric 

cryptography is more appropriate for the encoding of an 

outsized amount of information. The AES algorithm outlined 

by the National Institute of Standards and Technology in US 

has been widely accepted to switch DES because the new 

symmetric encryption algorithm. The AES algorithm could be a 

symmetric block cipher that processes data blocks of 128 bits 

employing a cipher key of length 128, 192, or 256 bits. Every 
data block contains a 4×4 array of bytes called as the state, on 

that the AES algorithm is applied. The proposed algorithm 

differs from standard AES because it has 200 bits block size 

and key size each. Number of rounds is constant and up to 10 

in this algorithm. The generation of key expansion and 

substitution box are done in a similar method as in standard 

AES block cipher. AES has 10, 12 and 14 rounds for 128-bit 

keys, 192-bit keys and 256-bit keys respectively. 

 

2. SECURITY CONCERNS 

 

Cloud computing security includes variety of problems like 
multi tenancy, information loss and leakage, simple 

accessibility of cloud, identity management, internal threats etc. 

it's challenging to enforce all the safety measures that meet the 

safety needs of all the users, as a result of different users could 

have different security demands based mostly upon their 

objective of exploitation the cloud services. 

 

2.1 MULTI TENANCY 

 

Cloud services work on multi-tenancy model where the 

resources are shared by multiple independent cloud users. 

Repeatedly, this may result in a situation where competitors co-
exist on the same cloud. Such an environment opens up an 

entire lot of chance of information stealth. 

 

2.2 EASY ACCESSIBILITY OF CLOUD 

 

Cloud services may be employed by one and every one. An 

easy registration model where anybody with a valid credit card 

will register and become a cloud user. This opens a world of 

opportunity for the tricky minds. 

 

2.3 IDENTITY MANAGEMENT 

 

Cloud computing is collection of multiple technologies coming 

back together to satisfy the requirements of heterogeneous 

users through a maze of services and software’s. This needs 

Identity Management (IDM) for various technologies to inter-

operate and function as a single entity in an exceedingly shared 

landscape. 

 

2.4 INTERNAL THREATS 

 

Internal security is as vital as external security. A cloud user 

has placed his confidential information on the cloud, with very 
little or no control over it. A malicious mind in disguise of 
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associate employee can result in accessing of confidential 

information, stealing it and passing it on to user’s competitors. 

 

3. PROPOSED WORK 

 

In this section, we propose a framework that involves securing 

of files through file encryption. The files present on the device 

are encrypted using password based mostly AES algorithm. 

The user may also download any of the uploaded encrypted 
files and browse it on the system. 

 

There are several advantages of AES. AES is not prone to 

any attack but Brute Force attack. However, Brute Force attack 

is not a simple job even for an excellent pc. This is often as a 

result of the encryption key size employed by AES algorithm is 

of the order 128, 192 or 256 bits which ends in billions of 

permutations and combinations. AES is additionally much 

quicker than the traditional algorithms like RSA. Thus, it 

makes a fine choice for protection of information on the cloud. 

Thus, it makes a fine choice for protection of information on 
the cloud. 

 

It is to be noted that the proposed system works only if a 

stable net connection is offered. 

 

According to the length of secret key, AES algorithm 

completed Nr iterations. The relationship of Nr times and key 

length is in the table below. 
 

TABLE 1 

RELATIONSHIP OF NR TIMES AND KEY LENGTH [9] 
 

Key length 128 192 256 

Nr times 10 12 14 

 

Each round consists of the following four steps for 

encryption: 

 

1. SubBytes- It is a nonlinear substitution step in which each 

side is replaced with another according to S-box (look up 
table). 

 

2. ShiftRows- It is a transposition step in which each row of the 

state is shifted cyclically a fixed number of times. 

 

3. MixColumns- It is a mixing operation that operates on the 

state columns, combining the four bytes in each column. 

 

4. AddRoundKey- In this step, each byte of the state is 

combined with round key; each round key is determined from 

the cipher key using a key schedule. 
 

Encryption using AES algorithm is shown in Figure 1. 

 
 

FIGURE 1. AES ENCRYPTION [1] 

 

Each round consists of the following four steps for 

decryption: 

1. Key Expansion- The 4th column of the (i-1) key is turned 

such that every component is moved up one row. 

 

 
 

FIGURE 2. KEY EXPANSION [6] 

 

It puts this result   through a forward   Sub   Box algorithm 
in which each 8 bits of the matrix is replaced with a   

corresponding   8-bit   value   from   S-Box. 

 

The 2nd column is generated by XOR-ing (shown in Figure 

3) the 1st column of the ith key with  the second column of the 

(i-1)th key. 

 

 
 

FIGURE 3. XOR OPERATION [6] 

 
This continues iteratively for the other 2 columns so as to 

get the complete ith key. 
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2. Inverse AddRoundKey- It performs XOR operation between 

the cipher text and intermediate expanded key corresponding to 

that particular iteration. 

3. Inverse ShiftRows- This step rotates every ith row by i 

elements right, as shown in the Figure 4. 

 

 
 

Figure 4. Inverse Shift Rows [6] 

 

4. Inverse SubBytes- This step replaces every entry within the 

matrix from the corresponding entry within the inverse S-Box. 

 

4. IMPLEMENTATION ISSUES 

Following are the implementation issues of AES Algorithm. 

 

4.1 KEY LENGTH REQUIREMENTS 
Implementation of AES algorithm supports at least one of the 

three key lengths 128, 192, or 256 bits (i.e., Nk = 4, 6, or 8 

respectively). Implementation may optionally support two or 

three key lengths, which may promote the interoperability of 

algorithm implementations. 

 

4.2 IMPLEMENTATION SUGGESTIONS CONCERNING 

NUMEROUS PLATFORMS 

 

Implementation variations are possible that may, in several 

cases, provide performance or alternative benefits. Given a 
similar input key and information (plain text or cipher text), 

any implementation that produces a similar output (cipher text 

or plain text) because the rule laid out in this standard is a 

suitable implementation of the AES. 

 

5. COMPARISON 

An aim of cryptographic algorithms is to provide authentication 

and confidentiality. A cryptographic algorithm is considered to 

be secured if it cannot be broken with normal resources. An 

economical cryptosystem can make absolute best results if key 

size is equivalent to the dimensions of the packet to be 

transmitted over the network. 
 

TABLE 2 
 COMPARISON AMONG VARIOUS CRYPTOGRAPHIC ALGORITHMS [7] 

Factors DES AES RSA ECC 

Key 

Length 

56-bits 128,192, 

256 bits 

based on 

no. of 

n=p*q 

135 

bits 

Block 

Size 

64-bits 128 bits variant variant 

Security 

Rate 

not 

enough 

excellent good less 

Execution 

Time 

slow more fast slowest fastest 

 

6. APPLICATIONS 

6.1 VOICE COMMUNICATIONS 

There is a doubtless vital market for high-strength encryption 

on VoIP, wireless phone, and land-line phone communications. 

The perceived threat of eavesdropping may be a powerful 

market driver in the world of private communications. 

 

6.2 NETWORK APPLIANCES 

Another probably massive marketplace for digital cryptography 
is network appliances-anything electronic that's interactively 

attached to a network because the range of non-PC and wireless 

devices accessing the web will increase the speed of cyber-

attacks on network infrastructure and repair suppliers can 

increase. 

 

6.3 VIRTUAL PRIVATE NETWORK 

VPNs defend direct connections between users and enterprise 

networks. The high price of dedicated telecommunication links 

compels transition from software system to hardware support 

for these links. Putting encrypted VPN traffic on public lines is 
less expensive. 

 

7. CONCLUSION 

The aim was to form associate algorithmic program that was 

resistant against notable attacks, simple, and quick to code. 

While price and ease of use are two nice advantages of cloud 

computing, there are important security issues that need to be 

addressed when considering moving crucial applications and 

sensitive information to public and shared cloud environments. 

To handle these issues, the cloud supplier should develop 

sufficient controls to provide a similar or greater security than 

the organization would have if the cloud facility was not used. 
Security is a vital side of cloud computing. Resources may be 

shared however the extent of user authorization varies. Files 

may be uploaded in encrypted form and using the concept of 

keys may be downloaded. 
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