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Abstract: 

Wireless Sensor Networks (WSNs) received enormous attention in recent years due to its phenomenal ability of implementation in 

various fields. WSNs consist of a large number of small sensor nodes. These nodes are very cheap in terms of cost. In military 

operations, there is always a threat of being attacked by enemies. So, the use of these cheap sensor nodes will help to reduce the 

loss.  In this paper, we analyze the existing literature of using WSNs for military applications. We will discuss the available 
scenarios of using sensor nodes in the military uses. We aim to present a better deployment of sensor nodes for military purposes 

with the help of existing research work. We will try to identify different areas in which we can reduce the damage in case of 

militant’s attack or enemy’s outbreak using an intelligent deployment of nodes. 
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I. INTRODUCTION 

The rise of Wireless Sensor Networks (WSNs) has brought 

revolution in the field of technology. These networks comprise 

of a large number of densely deployed sensor nodes which 

works through collaboration. In WSNs, each sensor node has 

limited resources such as, low energy, less bandwidth, limited 

memory and small computational power. These nodes are very 

inexpensive in terms of cost, so resource limitation is not a big 

problem. If a node runs out of energy, so instead of replacing 

the battery, we can replace the entire node with a new node.  

There are different types of sensors available like temperature 

sensor, humidity sensor, multimedia sensor and others. Due to 

these variant sensors, WSNs got applications in different fields 

such as environment monitoring, agriculture monitoring, 

industrial monitoring, health monitoring, home applications 

and military operations.  

Sensor Networks were initially designed for military 

operations and surveillance [1-4].  WSNs have been emerged 

as an excellent tool for military applications involving 

intrusion detection, various parameter monitoring, information 

gathering and, smart logistics support in an unknown deployed 

area [5, 6]. These networks can provide different services to 

military and air force like information collection, battlefield 

surveillance and attack detection [7-11]. Because of their 

capabilities of real time transmission, WSNs play an important 

role in military operations. These networks offer several 

advantages over traditional sensor devices such as fault 

tolerance, robustness and low budget deployment. In case of 

enemy attack, some nodes will be damaged but node damage 

in WSNs does not disturb the complete network. Due to their 

unique characteristics [12-18], these networks are well-known 

among the research communities and industrialpartners 

II. RELATED WORK 

In literature, there exist various studies about implementing 

WSNs in military applications. Authors discussed these 

applications in different parts of military operations from 

different perspectives. In [19-26], different areas are pointed 

where WSNs can be deployed in order to obtain better results 

and desired outputs. These areas include intrusion detection, 

enemy tracking and target classification, battlefield 

surveillance, battlefield damage assessment, target system and 

detection of Nuclear Biological Chemical (NBC) attacks [27, 

28]. 

A. Intrusion Detection 

Sensor networks can be used as a 2-phase in Intrusion 

Detection System.Instead of using mines, intrusion can be 

spotted with the help of sensor network in a particular area. 

Mines [29-33 can target the civilians as well so as an 

alternative of mines; sensor nodes sense the environment and 

alarm the forces. 

B. Battlefield Surveillance 

Critical areas and borders can be closely monitored using 

sensor networks to obtain information about any enemy 

activity in that area. This provides quick gathering of 

information provides time for quick response [34].  
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There are various other applications of WSNs in military 

responsibilities. In [35-37], different tasks are discussed for 

which sensor nodes can be used. These include some of above 

mentioned areas while the other tasks for which these 

networks can be implemented are monitoring friendly forces, 

equipment, and ammunition and targeting. Aerostat acoustic 

payload for transient and helicopter detection and novel shoe 

scanner using an open-access quadruple resonance sensor are 

also part of the existing literature. 

C.  Aerostat Acoustic Payload for Transient and 

Helicopter Detection 

Using acoustic sensor shows suspended under attached 

aerostats The Army Research Laboratory (ARL) has led tests 

to locate and constrain transitory motions from mortars, big 

guns and little arms release. The same aerostat and unattended 

ground sensor UGS joint effort can track adjacent helicopters 

in 3d for tie evasion [38]. 

D. A Novel Shoe Scanner using an Open-access 

Quadruple Resonance Sensor 

Novel shoe scanner advanced at the GE Security San Diego 

Centre of Excellence utilization Quadruple Resonance (QR) to 

distinguish explosives stowed away in shoes [39]. The shoe 

scanner was created with an open-access frame and filtering 

chamber that permits travelers to stand in the framework in a 

regular position throughout the checking process [4]. 

Advances in group filter applications to sea mine detection, 

Omni Bird a miniature PTZ NIR sensor system for UCAV 

day/night autonomous operations, Low-cost acoustic sensors 

for littoral anti-submarine war-fare (ASW) are also being 

presented in [40]. 

E.  Advances in Group Filter Applications to Sea Mine 

Detection 

It is extremely challenging to separate questions in the under-

water environment which change in size, shape, and 

introduction from regularly happening and man-made 

disorder. For that unmanned underwater vehicle (UUV) sensor 

frameworks described by high sensor information rates and 

constrained preparing capabilities is utilized by Naval Surface 

Warfare Centre Panama City (NSWC PC) to output the sonar 

picture and characterize the picture characteristics, 

geometrically characterized structures with introductions, and 

confined ghastly data into different orthogonal parts or 

emphasize sub-spaces of the picture [4]. 

Early attack reaction sensing element (EARS), Time 

difference of arrival blast localization using a net-work of 

disposable sensors, Novel optical sensor system for missile 

canisters continuous monitoring and Acoustic threatening 

sound recognition system are also included in the contents of 

the same paper. 

Tracking military vehicles, sniper localization and Self-

Healing Mine Field is also the portion of the existing study in 

the form of [7]. In tracking military vehicles, the WSNs 

should be hidden and hard to abolish. For sniper localization, a 

WSN is being used to locate snipers and the trajectory of 

bullets [5], providing valuable clues for law enforcement. The 

deployment of Wireless Sensor Networks (WSNs) can solve 

the problem of enemy force deployment uncertainty. Where 

ever the force is deployed, senor nodes will capture their 

presence and will inform. Then you have to send your army to 

that particular area to protect it. These networks can also be 

deployed in urban areas to make sure peaceful environment. 

III. COMPARISONS OF MILITARY 

APPLICATIONS 

As discussed in above section, different authors discussed the 

applications of Wireless Sensor Networks (WSNs) for military 

purposes from different perspectives. Here we will try to 

compare the study in existing literature and after that 

comparison, we will be able to extract a better way of using 

these sensor networks for military purposes.  

In [6], it is proposed to use the WSNs in battlefield 

surveillance to closely monitor the critical areas and borders to 

obtain information about enemy activity in that area. Hence, 

we will gather information quickly which will result in quick 

response. Another way of using sensornodes for battlefield 

surveillance is as the operations advance and new operational 

arrangements are ready, new sensor systems could be 

conveyed for front observation [4]. Both the approaches are 

good. Everyone have its advantages. Border monitoring is an 

essential component of military surveillance to prevent 

enemy’s intrusion. In normal circumstances, it may be enough 

just to monitor borders but in case of war, new sensor nodes 

are necessary to know the conditions of front areas so that you 

can adopt an appropriate plane.  

Nuclear, Biological and chemical (NBC) attack detection is an 

important application of Wireless Sensor Networks (WSNs). 

Nuclear, Biological and chemical (NBC) agents can be sensed 

by sensors and embedded warning system can now send a 

warning message. It provides the military critical response 

time to check the situation and prevent possible attacks which 
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can save lives of many [6]. It is good that t can sense the NBC 

and can save many lives but it should be make sure that it can 

sense the NBC even in a very little size and at very early 

stage. For this purpose the sensor nodes can be placed close to 

these to the plant and their threshold value should be set even 

very low than the danger limit so that preventive measures can 

be taken before the danger limit is reached. 

Tracking military vehicles is another important aspect of using 

sensors in military side. Here, sensor nodes are deployed from 

an unmanned aerial vehicle (UAV) [7] [40-43]. In order to 

sense the closeness of tanks, Magnetometer sensors are 

attached to the nodes. Sensor nodes collaborate in order to 

estimate the path and velocity of tracked vehicle. In order to 

track these vehicles, the tracking object should have a 

predefined amount of metallic material. Thisamount can be 

specified by the programmer while programing the sensor. 

IV. CONCLUSION 

From above discussion, it is clear that WSNs plays an 

important role in military operations. With the help of these 

networks, not only the critical areas can be monitored but also 

due to its flexible nature, it can be expanded to the nearby 
areas according to the requirements with the passage of time. 

Moreover due to its fault tolerance characteristic, if any node 

got damaged, the rest of the network will continue sensing. 

Rest of the network will not be affected due to the damage of a 

single or a group of sensors. 

 

The use of Wireless Sensor Networks (WSNs) will reduce the 

casualty rate. Normally these networks are deployed in risky 

and critical areas where there is always a strong threat to 

soldiers’ in case of their presence. The damage of sensor 

nodes in that scenario is not noticeable because of their easily 

availability and inexpensive nature.   
 

As we discussed earlier, Wireless Sensor Networks (WSNs) 

have a vast variety of applications for military purposes, but 

keeping in mind the importance and critical nature of security 

and safety, there should be a number of more applications are 

possible in military operations. This requires further research 

in this field. 
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