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Abstract: 

The ad hoc wireless sensor network comprises a bit of small wireless devices which has the wireless communication capacities, 

signal processing intelligence and transferring of the information. Communications are vulnerable to several sorts of attacks due 

to insecure wireless channels. The aim of this report is to examine energy depletion attack which seeks to defuse nodes forever by 

depleting their energy power which is known as vampire attack. These attacks depend on the attributes of many general categories 

of the routing protocol. In this paper, the proposed prevention technique is applied to reduce vampire attack using new algorithms 

and route recovery technique to lessen the energy loss due to packet transmission over the unwanted route in the network. 
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I. INTRODUCTION 

Nowadays, the wireless network is the primary way of 
communication. The resources like battery power, processing 

capacities and communication range are the limitations of the 

system. One of the essential difficulties in Wireless Networks 

is the security concerns. Attacks infecting these systems are 

expanding as they go on. One of the major resource 

consumption attacks called vampire attacks which are not only 

affecting a single node, but they bring down the entire system 

draining the Battery power. 

The Wireless Sensor network is a special part of Wireless 

ad-hoc network which provides infrastructure with wireless 

communication among the sensor nodes placed in a specific 
application area. The move-ability of sensor nodes is not 

necessary for all divisions of WSN. WSN is much wider as 

compared to the typical ad hoc wireless network. The energy 

constraints are also more exhaustive in WSN. 

Vampire attack, are the most common Energy depletion 

attacks where the energy consumed by the network to 

compose and send a message is bigger when it's compared to 

that of an ordinary network. Vampire attacks distort the 

working of a network immediately rather than work overtime 

to entirely disable a network. The proposed system overcomes 

this challenge by using the baffle technique which includes the 

Energy weight detection algorithm and Route Tracking 
algorithm so energy consumption is brought down to a large 

extent. 

Vampire attacks divided into two sorts, namely, Stretch 

attack and Carousel attack. Stretch attack targets resource 

steering, an attacker constructs falsely longer way and make 

more nodes to get traversed in the network. In Stretch attack 

the straight path stuck between the challenger and packet 

target. Carousel attack, allows attacker to introduce some 

acket within a route self-processed as a sequence of encircles. 

 

II. LITERATURE SURVEY 
The big quantity of low cost sensor nodes together forms a 

Wireless Sensor Network. They are located in the designated 

field and organize a wireless network by means of self-

organizing. They can ordinarily, operate in a severe or 

exceptional surroundings. This mechanism has been 

extensively applied in the industry, military, environmental 

monitoring, medical and other studies. The Sensor nodes can 
be placed smoothly, but they can exclusively use the battery, 

and it is hard to alter the battery, hence how to extend the life 

cycle of the complete network is one of the major research 
topics in WSN. 

WSN consist of fixed base station and a large number of 

sensor nodes. WSN is said to be Homogeneous if all sensors 

have same capacities, battery energy, hardware complexity, 

sensing, and transmission range. Whereas in Heterogeneous 

WSN there are different sensor nodes, some have larger 

capabilities than other sensors. Heterogeneous WSN is most 

suitable for real life as compared to the homogeneous 

network. 

Ad-hoc Wireless Sensor Network 

A group of wireless sensor nodes (devices) dynamically 
constructs a temporary network without the exercise of any 

pre-existing network infrastructure or centralized 

administration. The main goal of ad-hoc networking is multi 

hop broadcasting in which packets are transferred from source 

node to destination node  through the intermediate nodes 

(hops). The main function of multi hop WSN is to enable 

communication between two terminal devices through a bit of 

middle nodes, which are transferring information from one 

level to another level. On the foundation of  network 

connectivity, it dynamically gets to determine that which 

nodes should get included in routing, each node involved in 

routing transmit the data to further node. 
An ad hoc routing protocol is a practice or criterion that 

determines how nodes going to select the direction of packet 

flow in mobile ad-hoc network. In ad hoc networks, nodes are 

not conventional with the topology of their networks. A novel 

node in the network notifies its existence and listens to 

notification broadcast by its neighbors. There are following 

types of the ad-hoc routing protocol. 

 
Figure 1.  Ad hoc Routing Protocol 
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a) Table-driven routing protocol 

The proactive protocol is also recognized as table-driven 

protocol. This protocol is responsible for preserving the 

current list of destinations and their routes by periodically 

delivering routing tables throughout the network. In this 

protocol, each node keeps record of one or more tables 
containing routing data for each node in the network. Those 

tables get updated at each node to maintain the consistent view 

of the network. Nodes generate update messages throughout 

the network as topology changes, to maintain the network 

reliability. 

 

b) On-demand Routing Protocol 

An on-demand routing protocol is also called as reactive 

protocol. This protocol differs from the table driven protocol 

in the sense of generating the routing table. In the on-demand 

protocol, routes are generated equally and when needed. The 

Route has stayed valid till packet reaches to destination or 
until a path is no more required. 

 

B. Energy depletion attacks 

Denial of sleep attack in which malicious node drains the 

energy of sensor nodes by causing the nodes awake even when 

there is no traffic to stop.In this way, sensor node’s total 

battery power gets consumed and in result node get expired. In 

Resource Exhaustion Attack , attacker terminal enters into the 

middle of nodes and transmit innumerable packets, the normal 

nodes, which are taking in this packet start processing them 

and deplete their batteries and halt at last. 
 

C. Vampire attacks 

Stateless attack is not maintaining the history of prior 

intercommunication and every intercommunication  request 

handling is totally depends on data belongs to it. Whereas in 

Stateful attack, the system retains the record of each 

intercommunication ordinarily by placing values in a storage 

cell, which is mainly appointed for the intention of storing 

interactions. 

 

In Stretch Attack, Malicious node creates fallaciously 

lengthy pathway which force to visit nearly every node in the 
network. Which in result expands the journey of a packet. 

Figure 2 shows the stretch attack in which source-N6-N5-sink 

is honest route and Source-N1-N2-N3-N4-N5-Destination is 

the malicious and long route which causes energy exhaustion. 

 
 

Figure 2.  Stretch attack 

 

In the Carousel attack, attacker introduces some packet 

within a path tranquil as a sequence of encircles, which make 

a node to record into a route of communication multiple times. 

Figure 3 shows the carousel attack in which the nodes N1, N2, 

N3, N4, N5, N6 are visited in the path multiple times. 

 

 
 

Figure 3.  Carousel attack 

 

The vampire attack is a serious problem in WSN. Such 

attacks need to be detected as early as possible. In existing 

system clean-slate sensor network routing (PLGP) is used 

which is created by the scientist Parno, Luk, Gaustad and 

Perrig (PLGP). Its original version is vulnerable to vampire 

attacks and can be modified to prevent vampire attacks.  
 

III. RESEARCH PROBLEM  

In the vampire attack, the main target is to drain energy 

from the nodes and to increase the operating cost of the 

network, which will throw the packets or get more hop counts. 

As the energy is drained the node changes its state from an 

active to inactive which will in result disable the network 

permanently. 

 

IV. PROPOSED SYSTEM 

To defeat the existing problem, implemented the proposed 

mechanism to avoid the vampire attack and it's sub attacks, in 
which attack drains the battery power of nodes in the network 

abnormally. Proposed mechanism will enhance the overall 

performance and retain the energy in the nodes for the longer 

availability of active states.   

 

 
 

Figure 4.  System Architecture model 
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A. Energy Weight Detection 

The Proposed mechanism avoids the same data packets 

locomotion through the visited nodes repeatedly, which are 

responsible for eating up the batteries faster and leads to 

network collapse. This is employed to ignore the repeating 

nodes, reroute the way with minimal hop count result in less 
energy usage . It uses the shortest way on the basis of energy 

and it should be its nearest neighbor with less hop count. 

 

B. Central Authentication 

To avoid the attack Central authentication is done using 

the DSA algorithm. The data are first sent by a source to CA. 

Before accepting the data, CA does the authentication of a 

source. Then it transmits the data to the destination by 

checking its authentication. Here in both the above statements, 

the authentication is checked by node ID and a key which is 

randomly generated for each node by the CA. 

 
C. Route Tracking Technique 

In the proposed system, the Node’s trust level is assigned 

and while getting the routing path, the node which is having 

high trust value is considered for routing. In this, routing is 

dynamic. To enhance more security in the routing phase, we 

can include trust factor in the routing path, i.e. routing can be 

taken considering nodes trust factor. The trust level is denoted 

by T which is allotted to every node in the network. The node 

with id 0 is counted as a malicious node, whereas a node with 

id 1 is viewed as an honest or normal node. So that for secure 

transmission only node with id 1 are get considered.   
 

V. SIMULATION AND RESULT 

A. Simulation Environment  

The Network Simulator NS2 is utilized for analyzing the 

Performance of Vampire attack.  In this simulation, 15-25 

nodes are created on experimental model, which can be further 

extended  up to 1000  distributed randomly. The Sensor nodes 

employed in Non-Renewable battery power and embark on the 

simulation by initial energy.  Therefore, any node which has 

used up its energy reserve is believed drained. In the Figure, 

we have shown simulation for stretch attack. In which honest 

path is 0-1-6-5-7 but here node 1 is the malicious node which 
is transferring a packet to node 2 instead of node 6 which is far 

from destination to allow packets to travel by long route and 

decrease the energy of other nodes unnecessary. 

 

 
 

Figure 5.  Simulation for Stretch attack 

Carousel attack simulation shown in the figure 6, in which 

Honest route is 0-1-2-3-7. But, node 3 is the malicious node 

which changes the packet path and sends packets in the loop to 

degrade the energy of the network.   

 
Figure 6.  Simulation for Carousel attack 

 
As we can able to see in the simulation figure 5 and 6, the 

initial energy of nodes is denoted by green color. As the 

energy of the nodes get decreased node changes their color 

from green to yellow. Dead nodes are indicated by the red 

color, which are unable to process in the network anymore. 

 
Figure 7.  Node energy distribution against Carousel attack and 

EWDA 

Figure 7 shows the comparison graph of the energy usage 
of network in the presence of carousel attack with proposed 

technique energy weight detection algorithm. Energy 

consumption is higher in the presence of carousel attack. So, 

by using EWDA we can able to save the energy of the 

network.  

 
Figure 8.  Node energy distribution against Stretch attack and 

Central Authentication Algorithm 

 

In figure 8, we can see the nodes energy distribution 

against the Stretch attack with the proposed mechanism 

central authentication technique. Battery power exhaustion is 

more in the stretch attack. So, we can save the energy by using 

the CA.   
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Where figure 9, exhibits the differentiation of the graph on 

the basis of energy usage of nodes with existence of stretch 

attack, Carousel attack and advanced route tracking technique. 

In which we can able to see by using RTA we can able to save 

network energy to a great extent. 

 
Figure 9.  Node energy distribution against Route Tracking 

Algorithm with Stretch Attack and Carousel Attack 

 
VI. CONCLUSION AND FUTURE WORK 

Vampire attacks are a dangerous attack which is 

responsible for network death by diminishing the energy 

power of nodes. In the proposed technique, there is a way to 

limit the attacks by using different techniques and mechanisms 

such as Energy weight detection algorithm and central 

authentication method in order to increase the network 

performance and retain the nodes energy for efficient and 

effective use of the network. We have also established the 

trust-based routing which overcomes the energy depletion 

attack and saves the battery power of node to a great extent. In  
future we desire to work on the related sorts of attacks on 

other wireless networks. We also wish to enhance the central 

authentication technique by using multiple central 

authenticators instead of the single because in CA technique 

all the transmission is done through CA only. So there is the 

possibility of  increasing the load of CA and CA may crash. 

So for future work there is a need to extend the number of 

CAs as the network grows. 
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