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Abstract: 

As millions of dollars have been exhausted on building mobile banking systems, reports show that potential users may not be 

using the systems, despite their availability, as they are not aware its benefits, uses and how they should depend and trusted it. 

The mobile phone has evolved from a means used primarily for voice communications into a wealthy channel for data exchange 

and consumer interaction. This manuscript investigate the differences between using Smartphone as a platform for authentication, 

using near field communication (NFC) and other applications in banking processes as well as security of each. 
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Introduction: 
Cash dealings placed over Internet are believed to be 

executed in real-time and have become extremely sensitive, 

since, shortly after their execution, they become very hard to 

recover. Modern Internet banking services, offering 

payments to freely selectable beneficiaries, follow the 

general advance of establishing at login a strongly 

authenticated and encrypted communication channel 

between the client end-device and the bank’s server. (1) The 

modern Internet environment is unimaginable without 

online payments. According to reports, 2012 saw over a 

billion online purchases worth a total of more than $1.2 
trillion. Today, 60% of users regularly use the Internet for 

banking and buying online. (2) Security experts tend to 

believe that data is most at risk when it’s on the move. Data 

must be accessed and used by employees, analyzed and 

researched for marketing purposes, used to contact 

customers, and even shared with key partners. Every time 

data moves, it can be exposed to different dangers. (3) There 

is a similarity between the kind of coming into users and 

their needs that a designer must have and the sort of coming 

into the exact need of industry that a software developer 

must have. Designer knowledge is essential to develop 

really useful software for banking or insurance applications, 
so an inside view of user requirements is essential to create 

a view is by close consultation with users. (4) E-government 

services that are currently on the planning table in many 

countries, such as services that enable citizens to access 

their medical or tax data via the Internet, entail security and 

ease of use requirements similar to those for e-banking. (5) 

Studies on developing countries show that substantial 

amount of people were not aware of mobile internet or how 

to access it on their mobile phones. So they are far away 

from knowing mobile banking. (6) Other reports on mobile 

banking show that potential users may not be using the 
systems, despite their availability. (7) This manuscript 

investigate the differences between using Smartphone's as a 

platform for authentication, using near field communication 

(NFC) and other applications in banking processes as well 
as security of each. 

 

I. Mobile Banking 

Secure mobile interactions support our society and through 

mobile phones, tablets and laptops we have become online 

clients. The security of mobile transactions is obscure to 

most people but is absolutely essential if we are to stay 

protected from malicious online attacks, fraud and theft. 

Currently available quantum cryptography technology is 

large, expensive and limited to permanent physical 

locations, which are often server rooms in a bank. These 
bulky and expensive resources can be reduced so that a 

client requires only the integration of an optical chip into his 

mobile phone. (8) (9)Clients are more and more demanding 

further value and as fast as possible, donation extra service 

delivery channels means wider choice and convenience for 

clients, which itself is an advance in client service. E-

banking can be made available 24 hours a day during the 

year, and a common accessibility of the Internet, even on 

mobile phones, means that clients can perform many of their 

financial tasks anywhere and anytime. This is especially true 

of developed countries, but increasingly in developing 

countries, the spread of wireless communications means that 
services such as e-banking are becoming accessible. (10) 

 

II. Development of different applications in banking 

processes 

 

A. Development of NFC-TAN 

Near Field Communication (NFC) is a set of short-range 

wireless technologies, usually require a distance of 4cm or 

less to start a connection (11) Display-TAN is a TAN-

generator integrated into the bank card, including display 

and Bluetooth. (12)The NFC-TAN process was patented and 
developed by students as part of their undergraduate studies. 

When a client wants to make a bank transfer from home, the 

bank sends him a transaction authentication number (TAN) 
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for each contract, which is only confirmed when the TAN 
has been entered.  

 

Up to now, TANs were sent by text message or generated by 

a chip TAN device. The first system was useful but full with 

risk, Malware on a person's Smartphone might get his 

password and allow others to log into his bank account 

using his own phone. The new NFC-TAN procedure is 

similar to using a TAN generating device, but now that 

device is replaced by the user's Smartphone. The user is 

shown a 2D code on his home computer, which can be 

scanned into his phone using a special bank application. the 
client holds his account card up to the phone. The card 

generates the TAN and transmits it by NFC to the phone. 

(13) 

 

B. ATM development  

The online system used by financial institution evolved 

during the 1980s, advancing to the third generation of 

products. The new systems offered revamped features and 

functions to help consolidate management information and 

bolster the sales and revenue management functions of 

information systems. Earlier, the information systems 
departments of financial institutions had played the leading 

role in systems design. Preliminary with third-generation 

systems, seller assumed responsibility for system design. 

(14) The ATM machine gained an ever-lasting recognition 

in the banking world and covered the way for hi-tech 

banking techniques, online bank accounts and PIN and chip 

security technology. The four-digit internationally accepted 

standard PIN was also invented by him. (15) An ATM card 

is a PIN-based card. That means in addition to using it at 

ATMs, it may also be able to use to make purchases by 

entering Personal Identification Number, if the merchant is 

using one of the same electronic ATM networks that’s listed 
on the back of the card. (16)  

 

C. Debit card Development  

The debit card as well has seen significant changes, 

particularly in transaction quantity and business structure. 

After a long time in which debit transactions grew slowly, 

debit transaction quantity begins to grow very fast in the 

mid-1990s. Paralleling developments in the ATM industry, 

the number of online debit networks has declined and 

industry attention has increased. (17)  

 

D. Credit cards Development 

 Credit card market; have been able to manage the use of 

and access to client networks. In recent times, however, the 

credit card business has been changing, official Difficulties 

prevent the ability of credit card associations to manage the 

market, and some participants have developed new 

preparations and alliances that lead up to more verification 

in the industry.(18)  

 

E- QR Development 

 Quick Response Code QR is the brand for a form of matrix 

barcode or two-dimensional barcode, originally designed for 

the automotive industry in Japan. A barcode is a machine-
readable optical label that contains information about the 

item to which it is attached. A QR code uses four 

standardized encoding modes numeric, alphanumeric, 

byte/binary, and kanji to professionally store data. (19) 

Smartphone needs a QR code reader, like this one from 

Kaywa. It takes exactly 1 minute to find and install the 

reader. (20) 

 

 III. Security 

Client's financial security is highly important, which online 

banking could not be managed without it. Likewise the 
reputational risks to the banks themselves are important. 

Financial institutions have set up different security 

processes to reduce the risk of illegal online access to 

client's records, but there is no reliability to the various 

approaches adopted. (21) 

 

A- NFC security 

After confirming deal on the Smartphone display, the client 

holds his account card up to the phone. The card generates 

the TAN and transmits it via NFC to the phone. This is more 

secure procedure than the text-message TAN, in addition it 
is easier than using a TAN generator, as further device is not 

needed nor does it cost more to start up or run. One in four 

smart phones on the market is NFC capable – and banks are 

already planning to introduce NFC-capable account cards 

(22) 

 

B- ATM Security  

ATM safe has been the always targeted by criminals, 

sometimes in quite violent ways. However, most recently, 

attackers have turned their attention equally to soft assets in 

the ATM, such as PINs and account data. Criminals use this 

stolen information to create imitation cards to be used for 
fraudulent transactions include ATM pull, purchases with 

PIN at the market, and purchases without PIN in card-not-

present environments. PINs and account data are assets 

belonging to card holders and issuers. They are inevitably in 

“clear” form at the ATM, when the card and PIN are 

entered. By attaching, for example, a pinhole camera and a 

skimmer to the ATM, a criminal can steal PINs and account 

data before they can be securely processed by the ATM. 

These attacks require a relative low attack potential, in terms 

of both skills and material that is commercially available. 

(23) 

 

C- Credit cards Security 

 Identity theft can be categorized as the second type of 

fraud, a relatively new crime that is getting more serious. 

Perhaps the most prevalent use of identity theft involves 

credit cards. Criminals somehow obtain important personal 

information, such as Social Security numbers, credit card 

account numbers, or credit histories. (17) In addition to its 

costly drain on banks, these problems have the latent to 

erode consumer confidence in the credit card industry. 

Clients concerns about the security of credit cards and 

confidential information need to be addressed. Otherwise, 
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consumers may become reluctant to continue using credit 
cards as freely as they do now.(18)  

 

D- Debit card Security  

A debit card is no more or less secure than a credit card. 

After all, it's just a piece of plastic that can be used by 

anyone who forges signature on a receipt or orders 

something from a Web site. But debit cards are different. 

Under federal law, if a debit card is reported as stolen to 

bank or brokerage within 48 hours of the theft occurring, the 

most client will be held responsible for is the first $50 of 

purchases made with stolen card. If client wait between two 
and 60 days to report the theft, he'll responsible for up to 

$500. (24) 

 

E- QR Security 

The variation in clients acceptance of QR codes amongst 

various nationalities Display that people have different 

concerns about security sensitivity when using with QR 

codes . (25) QR codes are absolutely secure standard for 

data encoding in their present state. There is, however, great 

room for improvement. New security standards such as 

Symmetric Encrypted QR codes, Public Key Encrypted QR 
codes, and Signed QR codes can be implemented within 

current QR standard. (26)  

 

IV. Smart phone application in banking processes 

 

A- Smartphone with ATM  

Phone Device Company hasn't exactly overcome the world 

of payments yet. Credit and debit cards can be replaced by 

Smartphone in millions of checkout aisles, but that doesn't 

mean people will reach for theirs. Cardless ATMs are 

nothing new. Cash machines require only Smartphone to 

withdraw the money. The Chase machines will also work 
with debit cards. The important thing, though, is that 

Smartphone-only transactions will now be baked into the 

ATM infrastructure on a large scale. The processes around 

those transactions become further accessible, and more 

rationalized. (27)  

 

B- QR codes with ATM 

 A QR code-based ATM transaction involves cash being 

withdrawn from a mobile wallet linked to a bank account. 

Customers pre-stage a QR code-based cash withdrawal on 

their Smartphone using their mobile banking app. After 
they have initiated the transaction, a QR code may be 

texted to their Smartphone and then scanned at the ATM in 

order to authenticate the withdrawal. (28) 

 

Conclusion: 

Mobile banking is protected and secure. Banks build in 

tough security procedures to defend people accounts; banks 

offer PINs and passwords on accounts; lock-outs and time-

outs. After that, the application is locked ensuring others 

can't attempt to guess the PIN. And after three minutes of 

inactivity, the application may log users out, in case he 

forgets to close it. (29) Display-TAN is the ideal Mobile 

Banking method - no other method is that secure and it's 
also convenient (12) Automated Teller machines ATM have 

grown to be the major delivery channels. Starting as a 

simple cashing machine, currently ATMs come with many 

features like fund transfer request, get statement of account, 

request for cheque books and several other services.(30) 

Compared to NFC, QR Code is a much cost-effective and 

applicable option for banking processes today. Allowing 

mobile payments via QR Codes will primarily require 

software updates: First it requires Update to Mobile 

Application that includes QR Code Scanning and 

Generation features. Then it require Update to Merchant 
POS to accept payments processed by your service, no 

additional hardware is required. Even if small businesses do 

not have scanners, payment can still be made by the 

consumer via QR Codes. (31) NFC technology used to 

communicate is generally accepted payment option. The 

Android doesn’t get back of this and they have the File 

Expert application available for free download to provide 

NFC communication between the two NFC enabled 

Smartphone. 

 

The File Expert app will use the NFC technology to transfer 
files from one NFC enabled device to another one. 

Technically in NFC, files are sent without any connection 

and so it doesn’t require device searching and pairing 

process and its complete zero configuration solution for 

transferring files and folders. (32)There are security 

advantages to mobile ATM interactions as well. There’s no 

card from which skimmers can steal information, or well-

worn PINs for hidden cameras to spy. (33) 
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