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Abstract: 
In Data Acquisition sensor networks encounter wide range of critical problems in security tasks. Wireless data acquisition sensor 

networks are best for detecting environmental or chemical threats over leap large scale zone, but security and power consumption 

issues could completely negative impact on the system.  Because of the low power consumptions, limited bandwidth, minor 

processing power. Even though there are several problems, security is the big concern in these problems.  Operating system for 

wireless sensor network systems is also less complex than general systems. Because of this, attacker can simply attack this system,  

collect the data and misuse the information. This paper describes a brief overview of challenges in designing wireless data 

acquisition sensor network infrastructure, which classified in different types of attacks, while laying outline for proposed work. And 

help to do operational and security requirement of network. 
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I. INTRODUCTION 

 

Wireless sensor networks have recently emerged as a rapidly 

growing communication infrastructure. Wireless sensors used 

to monitor physical or environmental conditions. Sensor 

networks also face a number of problems. Some, such as 

energy efficiency, target monitoring, query processing, 

deployment, data compression, tracking, secure issues, 

limited bandwidth. Self-Powered Wireless Sensor Networks 

for Remote Patient Monitoring in Hospitals, in this system 

the authors explored that energy scavenging through 

piezoelectric vibration generators might be a practical 
solution for powering router nodes in such applications and 

transferring data in between the sensors to routers are not 

secure. They use adaptive power consumption in networks 

that utilize reactive routing protocols and sleep-mode 

operation of routers. Even though they use the sleep-mode 

router the system faces extremely low power processor with 

minimal resources capabilities [1]. So, our proposed system 

decided to do the research and find a way to their future 

work.  Main objective of this system is providing a way to 

build the secure protection to the data from the unauthorized 

attacks. There are different  possible attacks in data 
acquisition sensor network such as passive attack which 

easier to realize and difficult to detect, active attacks, 

Tampering, Black hole, Jamming, Blackmail attack, 

Wormhole attack, etc. Cryptography can counter these 

attacks. In general, this proposed system answers the 

questions about secure protection data transfer that can be 

provided by this specific sensor network. This network 

platform provides solution to the problem and build overall 

secure, robust system and also solve many interesting 

challenges.   

Obviously, low power consumption and secure network 

nodes are critical requirements for such applications. 

Wireless sensor networks consist of nodes that absorb great 

power resources and are immensely not protected for 

transmit data packets. This facilitates easy integration with 

network nodes are specifically purposefully for low power 

consumption and with minimal circuit components. They are 

contracted to small packet, short distance bounds applications 

and contain of a low power processor with negligible stuffs 

and interface capabilities. And by using firewall protection 

method in between the data transferring paths leads to the 

system to be reliable.  The design dares and experimental 

results are given in the following chunks. 

Background and related works describe how sensor networks 
evolved, protocols and Security Methods used in Sensor 

Networks. 

 

II. BACKGROUND AND RELATED WORKS 

 

In the field of ad hoc wireless networking, previous work on 

secure routing employs public key cryptography to perform 

authentication [1,2]. SEADS [3] and Ariadne [4] use 

symmetric cryptography, a one-way hash function, TESLA, 

and MACs to build secure wireless network routing. The 

base station centralized routing differs from traditional ad 
hoc wireless routing in that the former focuses on an 

asymmetric or hierarchical architecture with a base station 

and sensors, rather than on peer-to-peer routing.   

 

Sensor network security is a critical issue in sensor network 

research. Ganesan et al propose a redundant multipath 

routing approach for a sensor network [5] in order to provide 

fault tolerance and reliable data dissemination. Deng et al. [6 

propose to use multipath in sensor network to tolerate 

intrusions to sensor network. Chan et al. [7] propose to use 

multipath for the two nodes communication in sensor 

network. We have proposed a routing scheme that uses 
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multiple paths and multiple base stations to tolerate the 

attacks to sensor node and base station.   

 

SPINS [8] addresses secure communication in resource-

constrained sensor networks, introducing two low level 

secure building blocks, SNEP and µTESLA. The one-way 

hash chain in our paper is inspired by µTESLA, and we 

widely use it in this paper. Different from µTESLA, the one-

way hash chain doesn’t need time synchronization or late 
release, because it is used to authenticate the request event 

itself, not the content of request message.   

 

Staddon et. al [9] propose a protocol for base station to get 

neighborhood information of sensor nodes. This protocol 

doesn’t consider the case of sensor node compromises. Deng 

et. al [6] use a secure network setup algorithm similar to our 

route discovery protocol, to find the network topology. Our 

routing protocol also differs from in that it supports multiple 

base stations. Proposes multiple path routing to provide 

intrusion tolerance in sensor networks. However, [6] is based 

on single base station. 
 

Slijepcevic et. al [10], Wood et al. [11] Karl of et al. [12] 

provide survey papers for secure sensor network routing, and 

discuss many attacks on a sensor network. [12] Point out that 

a multiple base station solution and dynamic placement of 

base stations. However, the authors haven’t explored these 

topics in detail. This paper also proposes using a shared key 

for the whole network to guard against the intruders. Our 

mechanism on the other hand can provide pair-wise keys to 

each pair of neighboring sensor nodes. This can provide 

much more secure protection.   
Next section describes how sensor network works and the 

security Issues.  

 

III. OUR APPROACH 

Following diagram shows how Data Acquisition networks in 

sensor networks works 

 
Figure 1:- Network Diagram 1 

The network architecture consists of several router pairs. 

Each router pairs shows the paths to sensors node to send 

data to or receive data from base station. 

 

These router pair’s works according to the special dual 

routing algorithm. This algorithm controls the operation of 

two routers. Each router has 50% Duty cycle. Every Sensor 

Communicate with closest router pairs and sends data to base 

node. 
 

At the start –up several key parameters of the router node are 

initializing to appropriate values before commencing the DR 

Algorithm. After the initializing process the router node 

attempts to locate established networks. It sends transmitting 

connection requests until it receives a response from at least 

one node to one node. New router node chooses closest 

router node to base node. Sometimes that routing pair one or 

two hop away from base station. The new node requests a 

network ID. According to the requested routing path, base 

station assigns new network ID. Each routing node then 

identified its closest routing partner. The router pairs then 
fully functioning and begins operating with each node of the 

pair at 50 duty cycle 

 

In very first Ra router force to Rb to enter sleep mode. An 

asynchronous timer in Rb is used to set the sleep time. After 

the prescribed sleep interval Rb awake and forced Ra to go to 

sleep mode. Sleep mode and awake mode are very important 

to routers to handle the traffic. On awake mode the routers 

captured the data which comes from sensors and transmit it 

to base station. In sleep mode the router pairs saved their 

power. 
 

This wireless sensor network is security wise is not in safe 

mode and base node only communicate with computer. 

Attacker can easily attack the system and can change or 

destroy data. Following topic describe the most generic 

attacks types can happen in network. 

 

Generic security requirements 

 Confidentiality 

An adversary can choose any node to eavesdrop as long as it 

is within the radio range due to the signals are transmitted 
over the opened Channel. It is a threat for the data 

confidentiality as the attacker may gain the Cryptographic 

information and take the information away. 

 

 Authentication 

To determine the legitimate node and whether the received 

data has come from the authorized sending node or not. 

Authentication is one of the key issues for a security. 

 

 Integrity 

 Information moving through the network could be altered or 

tampered by others. Infect integrity is the description to trust 
the received information from the network 

 Freshness 

To save the network from the replay packets it is needed to 

ensure that the received data is fresh and unused. 
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In figure1 diagram there are critical paths which benefits for 

attacker to attack the system. They are, 

 

1. Sensor Node to router pair 

2. Router pair to base node 

3. Base node to computer 

 

To avoid above security issues there are several solutions 

given. Key management systems, secure routing protocols, 
Intrusion detection system are some of them. Research group 

is proposed a security method to prevent above security 

requirements and give more user friendly network 

architecture for user. 

 

According to the above Sensor Network Diagram research 

group create a security Method for network. It describes on 

Proposed Diagram. 

 

 

IV. PROPOSED NETWORK DIAGRAM 

 
Following diagram shows how solution network works 

 
Figure 2: Proposed Diagram 

 

When sensor captures the data it goes through the Intrusion 

detection system. In this system research group proposed 

Anomaly –based IDS since it was small sizes WSN where 

few nodes communicate with the base station. Anomaly 

based IDS do not maintain any database, but it continuously 

monitors the traffic pattern in the network. If the traffic 

pattern is normal it allows transmitting data packet to router. 
If there is abnormal behavior of the traffic pattern, it refuses 

those data packets and alarms sensor nodes to stop to capture 

the data [14]. 

 

Routers accept the authorized data packets according to its 

awake period. It sends data packets to base station through 

the Intrusion Prevention System (IPS). Intrusion prevention 

system checks the packet’s source network address. If it is 

authorized network ID it allows sending data to base station. 

If not, it prevents those packets and alerting to the router to 
stop the transmitting the data packet. These router pair’s 

works according to the special dual routing algorithm. This 

algorithm controls the operation of two routers. Each router 

has 50% Duty cycle. Every Sensor Communicate with closest 

router pairs and sends data to base node. If Ra accepts data in 

very first next it goes to sleep mode and Rb accept the data 

traffic. 

 

Base station collects the entire data packet and sends it to 

server. In network layer base station can Check the sensor 

packet network Id and verify whether it comes from secure 

sensor node. 
Base station store those data according to the Network ID 

was given. Firewall did not give unauthorized access while 

those data packets transfer to the server. There are types of 

firewalls. Research group uses packet filter firewalls. It 

checks source and destination address, protocol, and 

destination port number are checked against the firewalls 

rules [13]. 

 

Server stores all the data comes from base station [13]. This 

server communicates with internet. Connectivity between the 

internet and the sensor network was achieved through the use 
of vendor specific gateways. These gateways used several 

protocols used in sensor network. User on the internet has to 

connect to the gateways in order to obtain data from the 

corresponding sensor network. 

 

V. CONCLUSION 

 

Proposed Sytem have given a broad survey of data protection 

application in wireless sensor networks. All of them focus on 

control and monitor the transaction based on predetermined 

security rules, establish the barrier between secure and 
unauthorized networks, optimizing energy consumption. We 

have represented the main structure, the advantages and 

disadvantages of each data protection methods. We have also 

mentioned special functions of data acquisition such as 

security and power consumption. This existing system has 

mainly focused on the self-power routing and efficient 

routing mechanism for remote patient monitor. However, 

many of the approaches regarding secure and power 

consumption are challenges to this existing system and 

solutions are pending for future research work. Linking 

viewpoints such as security and power consumption in the 

data acquisition approach is priced exploring. Security is one 
major challenge in data acquisition applications. It would be 

impressive to expand this research to more general network 

technologies such as wire fall based sensor networks.  
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VI. FUTURE WORKS 

 

Sensor networks have a large number of nodes, which may 

exceed hundreds or even thousands. Security architectures 

developed for small scale ad hoc networks are infeasible for 

resource-limited large scale sensor network. So research 

group will be able to connect all the sensor data in to cluster. 

It will help to detect the power consumptions. 

 
Sensor networks exhibit comparatively stable communication 

patterns as opposed to ad hoc networks. In ad hoc networks, 

nodes are assumed to communicate among themselves and 

traffic patterns are reasonably random. On the contrary, in 

sensor networks most of the traffic is created as many-to-one 

nearly-periodic transmission, as nodes have to report sensor 

readings to a central, more capable node. 

 

Sensor devices are physically vulnerable – they are 

susceptible to being damaged, captured and subverted 

(perhaps through reprogramming), or simply destroyed by 

the attacker so implement a way for avoid this problem. 
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