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Abstract: 

Vehicular Ad Hoc Networks (VANETs), an extension of mobile ad hoc networks (MANET), were developed with a view to 

enable real-time communication between mobile nodes (either vehicles or road side infrastructure) over wireless links, primarily 

with a view to enable traffic safety and efficiency. So position based routing protocol like AODV, AOMDV, DSR and DSDV can 

be used. After checking them on Network simulator NS2 for Packet Delivery Ratio, Packet drop ratio, routing overhead, 

throughput, total received packet, command packet it is found that AODV protocol best suited for secure transmission in Vehicular 
environment. 
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Introduction 

Communications are becoming more wireless and mobile than 

ever. Thus, in the near future, we can expect that vehicles will 

be equipped with wireless devices, which will enable the 

formation of Vehicular Ad Hoc Networks (VANETs). The 

main goal of these wireless networks will consist in providing 

safety and comfort to passengers, but their structure will be 

also taken advantage with many different aims, such as 
commercial, access to Internet, notification, etc. From a 

general point of view, the basic idea of a VANET is 

straightforward as it can be seen as a particular form of Mobile 

Ad hoc Network (MANET)[1]. 

 

A VANET is a wireless network that does not rely on any 

central administration for providing communication among 

the so-called On Board Units (OBUs) in nearby vehicles, and 

between OBUs and nearby fixed infrastructure usually named 

Road Side Unit (RSU). In this way, VANETs combine 

Vehicle TO Vehicle (V2V) also known as Inter-Vehicle 
Communication (IVC) with Vehicle TO Infrastructure (V2I) 

and Infrastructure TO Vehicle (I2V) communications. RSUs 

on the roads will broadcast traffic related messages. VANETs 

are expected to support a wide variety of applications, ranging 

from safety-related to notification and other value-added 

services. However, before putting such applications into 

practice, different security issues such as authenticity and 

integrity must be solved because any malicious behavior of 

users, such as modification and replay attacks with respect to 

disseminated traffic-related messages, could be fatal to other 

users. 
 

Applications of VANETs into following classes:  

 

a) Safety oriented,  

b) Non-safety related 

c) Commercial oriented 

d) Convenience oriented and 

e) Productive Applications 

 
Figure 1: Convergence of Technologies 

 

CHALLENGES OF VANET COMMUNICATION [2] 

 

A. Security  

Also the primer and organization of trust also the security of 

message content is a big issue for vehicle to vehicle 
communication. The content of a received message has to be 

verified within a short time to be able to use the information as 

soon as possible. 

 

B.  Authentication 

The authentication service is concerned with assuring that the 

communication is authentic in its entities.  

 

C. Integrity 

The integrity service deals with the stability of a stream of 

messages.  
 

D. Confidentiality 

This service provides the confidentiality to the communication 

content and guarantees the privacy of drivers against 

unauthorized observers.  
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E. Accessibility 
 A kind of attacks can result in the loss or diminution in the 

accessibility. Even a robust communication channel can still 

suffer some attacks (such as deny of service) which can bring 

down the network.  

 

F. Scalability 

The term scalability means that the number of users and/or the 

traffic volume can be increased with reasonably small 

performance degradation.  

 

G. Reliability 
It is difficult to assure the reliable message reception and 

acknowledgement between communication vehicles on 

opposite directions. In case of broadcast messages it needs 

more reliability  

 

H. Confidentiality 

Confidential issue is totally related with the security.  Vehicles 

are very costly devices, so the user those who are accepting 

need to protect their personal data.  

 

Review of literature 
In this paper Bhushan Vidhale, S.S. Dorle[7] compares three 

routing protocols DSDV, AOMDV and AODV in real 

VANET. They create realistic environment for the 

performance analysis of proactive and reactive routing 

protocol in city scenarios. The performance evaluation 

matrices used in this paper are checked for packet delivery 

ratio and End to End Delay. Author finds that in high traffic 

level AODV performance decreases drastically so overall 

AODV performances good in low and middle density region 

and DSDV gives well performance in terms of End to End 

delay in all traffic level.  

This paper Avinash P. Jadhao Dr. D. N. Chaudhari[5] 
described the secure AODV (Ad-hoc on distance vector 

routing protocol) against black hole attack (SADOV) which 

detect and prevent black hole attack in VANET. This routing 

protocol should try to minimize control traffic with certain 

new characteristics. In this, the AODV protocols builds on the 

DSDV algorithm (demand routing algorithm) and this protocol 

divided into two functions, route discovery and route 

maintenance. In first function route discovery uses two term 

route request (RREQ) and route reply (RREP). This RREP 

packet is unicast to the next node on RREP  path and RREQ 

packet is set reversal path of RREP packet.  
 

To evaluate the performance of routing protocols in urban 

traffic scenarios, Sven Jaap, Marc Bechler and Lars Wolf[10] 

developed a realistic city mobility model using IDM, which 

was used to examine the performance of AODV, DSR, FSR 

and TORA on the basis of network simulations. They found 

that TORA is completely unsuitable for vehicular 

environments, whereas FSR, DSR and AODV showed 

promising results in the city scenarios. AODV showed the best 

performance in the simulated scenarios. Its mechanism of 

storing route information on intermediate nodes causes the 

lowest overhead. Moreover, it has the highest throughput and 
is able to deliver packets quite fast. AODV is followed by 

FSR, which has a lower throughput than AODV and DSR 

especially at low traffic densities. DSR suffers from a very 

high delay in our simulations since the source routes change 

continuously in these fast changing environments. Finally, the 

results showed that TORA is completely inappropriate for 
VANETs in urban environments. 

 

Makoto Ikeda, Taiki Honda, Seiichiro Ishikawa and Leonard 

Barolli [12] proposes a message suppression method for 

Vehicular Delay Tolerant Network (VDTN). The simulations 

for two situations are conducted considering hurdles like 

constructions, where Message Suppression with Road Side 

Units (MSRs) exists or not existing. Parameter used are Packet 

delivery ratio, duplicated bundle messages and end-to-end 

delay for evaluation for 100 and 200 vehicles. Proposed 

method reduces the duplicated bundle messages, even if the 
number of vehicles is increased.  

 

This paper R. A. Santos,A. Edwards,R. M. Edwards and N. L. 

Seed [4]presents a reactive location routing algorithm that uses 

cluster-based flooding for Vehicular Ad-hoc Networks 

(VANET). they compare both position-based and non-position-

based routing strategies in typical urban and motorway traffic 

scenarios Ad-Hoc On-demand Distance Vector (AODV) and 

Dynamic Source Routing (DSR) in terms of average Route 

Discovery (RD) time, End-to-End Delay (EED), Routing Load, 

Routing Overhead, Overhead, and Delivery Ratio[5]. However, 
these failures occur more frequently in AODV and DSR 

because of their routing mechanism. Positional-based routing 

protocol provides excellent performance in terms of end-to-end 

delay and packet delivery ratio, at the cost of using additional 

location information. Non-positional-based routing algorithms 

suffer from sub-optimal routes, as well as a lower packet 

delivery ratio because of a greater number of dropped packets 

 

Results 

After reviewing of literature it is found that currently VANET 

protocols are preferred as they are able to work in vehicular 

environments, whereas WSN protocols aren't suitable as they 
are required to be energy efficient as per inherent property of 

WSN. WSN routing protocols provide the required 

functionality but cannot handle the high frequency of topology 

changes. So WSN protocol like LEACH is not effective. 

Choice reduced to position based routing protocol like AODV, 

DSR, AOMDV and DSDV. We compare them for Packet 

Delivery Ratio, Packet drop ratio, routing overhead, network 

throughput, total received packet, total command packet and 

get the result as shown below.  

 

Parameter value used in the simulator 

Parameter  Value 

Simulator NS2 

MAC_TYPE 802_11 

Propagation Model Two ray ground 

Routing Protocol AODV,AOMDV,DSR,DSDV 

Networks interface type WirelessPhy 

Interface Queue Type Queue/DropTail/PreQueue 

Channel Type Wireless Channel 

Antenna Type Omni-dirctional 

Number of Nodes 27 

Time 1000 

Area 2010 x 1010 

 

   Table: Result of  AODV,DSR, AOMDV, DSDV  
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Fig 4 Graph of Packet delivery ratio 

 
               Fig 5 Graph of Packet Drop ratio 

 
Fig 6 Graph for routing overhead ratio 

 
Fig 7 Graph for End to End delay 

 
Fig 8 Graph for Throughput 

 
Fig 9 Graph for total received packets 

 

 

Conclusion 

Vehicular Ad Hoc Networks (VANETs), an extension of 

mobile ad hoc networks (MANET), were developed with a 

view to enable real-time communication between mobile 

nodes (either vehicles or road side infrastructure) over 

wireless links, primarily with a view to enable traffic safety 

and efficiency. Generally these routing protocols are 

motivated from two fields; WSNs and VANET. WSN routing 
protocols provide the required functionality but cannot handle 

the high frequency of topology changes. VANET routing 

protocols can deal with mobility in the network but they are 

designed for two way communication, which in sensor 

networks is often not required. But in case of VANET 
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protocols are used for WSN is AODV, DSR, DSDV, AOMDV 
[5], [6], [7] protocols are preferred as they are able to work in 

Vehicular environments, whereas WSN protocols often aren't 

suitable. After all the above protocol, it is concluded that 

AODV is Suitable for mobile wireless sensor network. as 

parameter which are fit for Data transmission  like Packet 

delivery ratio, packet drop ratio, end to end delay, total 

received packet and command packet are better in case of 

AODV.  
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