ISSN XXXX XXXX © 2017 IJESC

Research Article

Volume 7 Issue No.11

A Survival Study on Key Authentication in WBANS
L.Prema1, L.Devi (Ph.D)2
M.Phil Student1, Associate Professor2
Department of Computer Science
Muthayammal Arts and Science College, Nammakal, Tamil Nadu, India
Abstract:
A Wireless Body Area Sensor Network is one of the wireless networks of wearable computing devices. In this network we can use
highest developing and most promising fields in modern data communication network. WBASN has more benefits that are expected
of a great importance, since applicability is possible in multiple significant areas. WBASN has various researchers for its application
in medical care and health care fields. The previous studies are included in their performance of wireless body sensor area network. In
this paper we discuss about the present healthcare monitoring system. Wireless Body Area Sensor Networks are part of multistage or
multi-layered system of telemedicine. It includes the number of wireless nodes of medical sensor that are integrated into WBASNs.
The WBASN has various nodes to include the medical sensor of a network system. This paper gives the comparative study of Body
Sensor Area Network.
Keywords: WBASN, multi-stage, multi-layered system, Cryptography, ECC, PVEMA.
I. INTRODUCTION:
The WBASN is a flexible and extensive network, the small
devices collects information regarding the environment. This
type of procedures is called “sensing” and the corresponding
devices are called “sensors”. The WSN has multiple sensors are
capable of collecting data, perform some processing, relay them.
A WBASN is a sensor network that can be designed into various
medical sensor and appliances, located inside and outside of a
human body. It mainly used in healthcare services and
environmental monitoring .The sensing device has various
components like, gathering information from the surroundings,

convert the measurements into digital form, and forward data
using appropriate wireless transmission techniques, medium
access control and routing methodology. The WBSAN is a
network of sensors on a person’s body to collect physiological
information’s. The data’s are collected, stored, and processed on
their sensors. The data can be publicly access to a storage site.
Whenever using WBASN, we gained a lot of attention from
researchers for potential application in medical care and health
care fields. In evaluation result system simple to use suitable and
deployed for health care monitoring. In this paper, we can see
about BSN, the term person wearing the BSNs as the patient and
the person access the data as the doctor.

Figure.1. Positioning of a Body Area Network
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II. BODY-SENSOR NETWORK SECURITY AN
IDENTITY- BASED CRYPTOGRAPHY APPROACH:
The WBSAN collects the various personal medical data for,
Security and Privacy that must be very flexible to grant
permission. In these method also has practical implementation
on sensor and misplaced or sensor. This type of sensor can be
used lost or stolen. The generation time is longer than the data
encryption time. Overhead of our protocols the amount of time
needed and security protocols also used in this sensor. The data
can be preventing unauthorized access to information. Here we
are using cryptographic technique to secure our data. This
protocol is used to protect patient’s privacy and cryptographic
operations. An Identity-based encryption or ID-based encryption
is one of the most important primitive of Identity-based
Cryptography. IDE is the public key encryption, the public key
system is used to encrypt used to encrypt the message. For
example, the text-value of the receiver’s value or email address.
The receiver can get their message using central authority of a
decryption key. These keys are secret key for every user. IDE is
developed by Adi Shamir in 1984. The pairing-available in IDBased encryption method. Whenever using these sensors that
must have generation time is longer than the data encryption
time. They do not create the secret key need to decrypt the
message , misplaced or sensors and tolerate compromised Body
Area Sensor Networks.BAN is also an embedded inside the
body, implants, then they are using the surface mounting on the
body in an fixed position using wearable technology. The
devices are used to carry different positions in human body like,
in cloth pockets, hand and various tags. The implant sensors of
the human body collect different types of physiological changes
in order to monitor the patient’s health status no matter their
location. This type of information’s is transmitting through
wireless to an external processing unit. The device instant to
transmit all the in formations on real time doctors through the
world.
III. AN EFFICIENT PROTOCOL FOR SECURING
MULTIPLE PATIENTS PRIVACY IN WBSN USING
ECIES:
The WBSN using ECIES (Elliptic Curve Integrated Encryption
Scheme) must implement the security based encryption data and
verify the sender and receiver data. Based on the cost depends
upon the energy, memory, computational speed, and bandwidth
less amount of time can be exist on their ECC (Elliptic Curve
Cryptography) technique. Whenever we are using these type of
efficient protocols for secured as Key using in derivate multiple
functions that must depending upon the number of public keys
and needs for high data rates. The encryption key mentions these
data wastage of channel bandwidth between storage site and
doctor. In these method we can use various security analysis
like, Analyses of basic primitives, Channel bandwidth analysis,
Energy consumption analysis and then we are also used various
other keys like, Public key, Signature , Encrypted data,
Decrypted data, Data storage, etc., also it requires specified
storage area for storing their information’s and data must be
secure. In these method has various operations. Whenever we
are using these technologies can read multiple sensors from
multiple patients and that must be very secure using these
encryption techniques. The WBASN is a large-scale sensor
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network, secure-limited channel (infrared), symmetric and
asymmetric encryption keys are used to fixed the secure issues.
In these method using RSA algorithm for asymmetric
cryptographic operations. This method mainly use Comparing
other existing algorithm this way is better to secure the patients
data, at the same time multiple sensor from multiple patients can
be displayed. Blood pressure, heart-attack, science and
technology, crypto systems are used.
IV. PHYSIOLOGICAL VALUE-BASED PRIVACY
PRESENTATION OF PATIENTS DATA USING ECC:
The PVEMA has ensured the authensity, confidentiality and
integrity of data using biometric. In these PVEMA
(Physiological
Value-Based
Encryption
and
Mutual
Authentication) we can use the technique automatic
identification and verification of a person. Whenever we are
using these (PVEMA) method must ensure communication and
mutual authentication scheme. The previous keys are used for
long time and issues of limitation of storage mechanism. We can
provide suitable resource constraint devices and key agreement
schemes. The Physiological Value-Based Privacy Prevention of
Patients (PVBPPP) needs high memory and computational
power. Physiological techniques are not always sufficient and
overhead for communication process. Every sensor mode sense,
sample and process one or more physiological signals used. For
example, electrocardiogram sensor is used to monitor heart
activity for a monitoring muscle activity, brain electrical activity
or blood pressure sensor, trunk position, respiration and to
perform his or her level of activities.
This paper proposed information security of PVEMA via
network. It is high adaptable for sensor network method. In these
method has various key mechanism like, Elliptic Curve
Cryptography, Elliptic Curve Discrete Logarithms, Elliptic
Curve Digital Signature (ECDSA) Algorithms, Elliptic Curve
Integrated Encryption Scheme (ECIES), Key Derivation
Functions, MAC schemes, Symmetric Encryption Scheme are
also available in these section of Physiological Value-Based
Cryptography. In these section we used some other techniques
like, System setup, Key deployment, Encryption operation,
Decryption operations and used in these cryptography method.
V. FINDINGS:
In survival study of body sensor network, both three sections are
also used by some key mechanisms like, ECC, WSN, BSN and
some other security operations. But we can use in these section:
III (physiological value-based privacy presentation of patients
data using ECC method) Message Authentication Codec, Selfcertified keys, physiological value-based encryption and mutual
authentication (PVEMA) and physiological values. Compare
with these three sections that must be very useful for BSN
approaches and techniques. Because using various method to
avoid their cost, fault tolerance, low battery power, unauthentication, misplaced or sensor and their various error
operations. But here we are using these three-sections, compare
with other sections, the section-II is best form others based
security using other techniques ECIES (Elliptic Curve Integrated
Encryption Scheme). We can also implement the security,
energy, memory, computational speed and bandwidth based n
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their size and cost. More secure to encrypt their data’s and then
provide key establishment in sensor networks.
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