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Abstract:  

A rapid growth in E-Commerce market is seen in recent time throughout the world. With ever increasing popularity of online 

shopping, Debit or Credit card fraud and personal information security are major concerns for customers, merchants and banks 

specifically in the case of CNP (Card Not Present). This paper presents a new approach for providing limited information only that 

is necessary for fund transfer during online shopping thereby safeguarding customer data and increasing customer confidence and 

preventing identity theft. The method uses combined application of steganography and visual cryptography for this purpose. 
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I. INTRODUCTION  

Online shopping is the retrieval of product information via 
the Internet and issue of purchase order through electronic 

purchase request, filling of credit or debit card information 

and shipping of product by mail order or home delivery by 

courier. Identity theft and phishing are the common dangers 

of online shopping. Identity theft is the stealing of 

someone’s identity in the form of personal information and 

misuse of that information for making purchase and opening 

of bank accounts or arranging credit cards. In 2012 

consumer information was misused for an average of 48 

days as a result of identity theft. Phishing is a criminal 

mechanism that employs both social engineering and 
technical subterfuge to steal consumers ’personal identity 

data and financial account credentials. In 2ndquarter of 2013, 

Payment Service, Financial and Retail Service are the most 

targeted industrial sectors of phishing attacks .Secure Socket 

Layer (SSL) encryption prevents the interception of 

consumer information in transit between the consumer and 

the online merchant. However, one must still trust merchant 

and its employees not to use consumer information for their 

own purchases and not to sell the information to others. In 

this paper, a new method is proposed, that uses text based 

steganography and visual cryptography, which minimizes 

information sharing between consumer and online merchant 
but enable successful fund transfer from consumer’s account 

to merchant’s account thereby safeguarding consumer 

information and preventing misuse of information at 

merchant side. The method proposed is specifically for E-

Commerce but can easily be extended for online as well as 

physical banking. 

 

II.  RELATED WORK 

A brief survey of related work in the area of banking 

security based on steganography and visual cryptography is 

presented in this section. A customer authentication system 
using visual cryptography is presented in but it is 

specifically designed for physical banking. A signature 

based authentication system for core banking is proposed in 

but it also requires physical presence of the customer 
presenting the share. proposes a combined image based 

steganography and visual cryptography authentication 

system for customer authentication in core banking. A 

message authentication image algorithm is proposed in to 

protect against e-banking fraud. A biometrics in conjunction 

with visual cryptography is used as authentication system. 

 

III.  PROPOSED WORK 

 

Algorithm- 

Advanced Encryption Standard(AES) 
 The features of AES are as follows − 

 Symmetric key symmetric block cipher 

 128-bit data, 128/192/256-bit keys 

 Stronger and faster than Triple-DES 

 Provide full specification and design details 

 Software implementable in C and Java 

Operation of AES 

      AES is an iterative rather than Feistel cipher. It is based 

on ‘substitution–permutation network’. It comprises of a 

series of linked operations, some of which involve replacing 

inputs by specific outputs (substitutions) and others involve 
shuffling bits around (permutations).  Interestingly, AES 

performs all its computations on bytes rather than bits. 

Hence, AES treats the 128 bits of a plaintext block as 16 

bytes. These 16 bytes are arranged in four columns and four   

rows for processing as a matrix. Unlike DES, the number of 

rounds in AES is variable  and depends on the length of the 

key. AES uses 10 rounds for 128-bit keys, 12 rounds for 

192-bit keys and 14 rounds for 256-bit keys. Each of these 

rounds uses a different 128-bit round key, which is 

calculated from the original AES key. 

Experimental/ Simulation - 

In the proposed solution, information submitted by the 
customer to the online merchant is minimized by providing 
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least information that will only verify the payment made by 

the said customer from its bank account. This is achieved by 

the introduction of a central Certified Authority (CA) and 

combined application of BPCS Steganography and Visual 

Cryptography. The information received by the merchant 

can be in the form of account number related to the card 

used for shopping. The information will only validate 

receipt of payment from authentic customer. 

Architecture 
  In the proposed system of online shopping, user logs in 

and enters into the online store to view the products. When 

he/she adds the item to the cart, he/she will be entering the 

card no and unique authentication password. This 

information will be created as a stego or stegno image 2-

out-2 algorithm of visual cryptography will create two 

shares out of the stegno image. (Customer’s share and CA’s 

share). CA browses user’s share and generates the card no 

which is sent to the bank so as to extract the customer’s PIN 

(de-steganography). Finally fund will be transferred from 

the bank to the merchant. Workflow of our system show:  

                             

Fig.1 System architecture 

 Class Diagram 

 
                              Fig.2 Class Diagram 

 

 Advantage 

o Proposed method minimizes customer information 

sent to the online merchant. So in case of a breach 

in merchant’s database, customer doesn’t get 
affected. It also prevents unlawful use of customer 

information at merchant’s side. 

o Presence of a fourth party, CA, enhances 

customer’s satisfaction and security further as more 

number of parties are involved in the process. 

o Usage of steganography ensures that the CA does 

not know customer authentication password thus 

maintaining customer privacy. 

o Cover text can be sent in the form of email from 

CA to bank to avoid rising suspicion. 

o Since customer data is distributed over 3 parties, 

abreach in single database can easily be contented. 
 

IV. CONCLUSIONS 

 

A payment system for online shopping is proposed by 

combining text based steganography and visual 

cryptography that provides customer data privacy and 

prevents misuse of data at merchant’s side. The method is 

concerned only with prevention of identity theft and 

customer data security. In comparison to other banking 

application which uses steganography and visual 

cryptography are basically applied for physical banking, the 
proposed method can be applied for E-Commerce with 

focus area on payment during online shopping as well as 

physical banking. 
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