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Abstract: 

To build a Digital Fortress that could distinguish between a real user and a hacker and provide the hacker with the data he/she 

needs [fake data] and safeguards the real data. This could be a method to prevent identity thefts from happening.  Identity thefts 

occur due to the methods of inefficient Authentication procedures practiced. The identity thefts can be reduced by having a 

multiple number of steps of authentication which would allow the system to be more secure and also productive at the same 

time. A Sudoku game, for instance can be used as a method of finding the real user. Not only that, the system has to 

automatically get hold of the files stored in the server once the download is done by the real user so that no one can ever access 

the files that once existed. By this way, the hacker could be cheated and the user data could be protected. The digital fortress 

will have the intelligence to detect things and act accordingly. 

IndexTerms— Websites, Digital Fortress, Identity Theft, Sudoku, Mail Security, Data hiding, Shift Key, QR Code. 

 

I. INTRODUCTION 

Today Social networking and various mail systems play an 

integral part of life. At least 90 percent of people who use the 

internet havea user account. The user account may be 

registered in a bank or a telephone billing site or a E-
Commerce site or an E-mail site or Social networking site that 

are available in the internet. 

These websites allow the user to do the job easily, let it be 
sending mail to another user who is far away or performing a 

bank transaction which involves money. Yes, the Internet has 

spread throughout the base of our life and it has a major part 

to decide our future. 

The methods of using these websites or applications have 

been the same.  

 The user has to enter the domain name of these 

websites.  

 Enter the Username and Password that was 

chosen for the website. 

 The process is done. The user gets logged in.   

The problem is anyone who enters the username and 

password combination that is stored in the database is 

considered as a user and gets logged in, even a 
hacker.Therefore, a system must be designed in a way that it 

distinguishes between a user and a hacker or a cracker. The 

method of authentication has to be made complex and the 

hacker should be found out and should be punished for the 

offences committed. Whereas, the real user should be safe and 

get all benefits of the system. 

Not only that, the highest level of privacy and security 

must be given for the user who is accessing the system. The 

security must be given in all the regions where the user is 

accessing. 

“Identity theft is a crime. Identity theft and identity fraud 

are terms used to refer to all types of crime in which someone 

wrongfully obtains and uses another person‟s personal data in 

some way that involves fraud or deception, typically for 

economic gain.” as defined by U.S. Department of Justice. [1] 

II. RELATED WORKS 

Analyzing the previous works of the people who have 

tried to produce data hiding and enhanced security, we could 

actually understand what we are going to build. 

M. Hassan Shirali – Shahreza has explained in 2008 

through “Steganography in SMS by Sudoku Puzzle” that the 

Steganography can be done using the Sudoku Puzzle SMS. 
The SMS can send up to 160 characters and since a Sudoku 

Puzzle of 9x9 has 81 cells, we can very well use SMS for 

sending a Sudoku Puzzle. When the correct answer for the 

Sudoku is sent, the secret message hidden behind the message 

is revealed [2] 

Ranjan Bose presented a study in 2006 to hidedata by 

using a compression method with an adaptive model by using 

Coupled Chaotic System. In this system the researcher 

presents the arithmetic coding to convert a plaintext into 

ciphertext as a useful and a more secure technique in 

cryptography theories. The compression was between 67.5% 

and 70.5% [3] 

HTML is the coding language used to create hypertext 

documents for the World Wide Web. HTML includes a series 

of text "tags" that describe how a Web page is formatted. 

Every tag is known with a private name that has special 
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members of its own. The attributes constitute one of the 

elements of any object. Each attribute is applied for activating 

an attribute of the object to which it is attributed [4]. 

We use the term password to include single words, 

phrases, and PINs (personal identification numbers) that are 

closely kept secrets used for authentication. There are many 

studies showing the vulnerabilities of password-based 

authentication schemes [5-12]. The basic problem with 

passwords can be explained succinctly: a memorable 
password can often be guessed or searched by an attacker and 

a long, random, changing password is difficult to 

remember.[13] 

III. PROPOSED SYSTEM 

The diagram below would depict the basic modules 

present in the system. It would explain the relation of the 

components in our system. 

 

 

Figure 1 System Relation diagram 
Here in the proposed system, User authentication is linked 

with the Mail System, Sudoku and also the Data. It means that 

we have authentication steps at various access points. 

 Access Point 1: Mail System 

 Access Point 2: The Sudoku 

 Access Point 3: The Data [the Real and the Fake 

data]  

The system is perfect only if the data is allowed to be 

downloaded by the user only once. Since, the critical 

information can be accessed only once in order to enhance the 

security given to the system. 

After the download of the file from the system by the user, 

the files get deleted from the server. No one will even find a 

single trace of the file, except for the sender and the receiver. 

This method could hide the transaction / transfer that had 

taken between two people.  

Mail System 

The Mail System or the Mail Portal is the one that would 

be used to send the mails. The e-mail communication between 

two registered users can happen with the use of this mail 

system. The mail system must have the capability of hiding 

the original information. 

Consider that the Person A is mailing to Person B about a 

confidential information. At that particular moment, a large 

number of fake emails are generated by the fake users inside 

the mail system. So that when traced, no one can find the 

original information. In other words, the people who try to 

trace it would not be able to distinguish between 

theoriginalinformation and the mail with „original-like‟ 

content. 

The Sudoku 

Sudoku, originally called Number Place, is a logic-based, 

combinatorial number-placement puzzle. The 

objective is to fill a 9×9 grid with digits so that each 

column, each row, and each of the nine 3×3 sub-grids 

that compose the grid (also called "boxes", "blocks", 

"regions", or "sub-squares") contains all of the digits 

from 1 to 9. The puzzle setter provides a partially 

completed grid, which for a well-posed puzzle has a 

unique solution.[14] 

Completed puzzles are always a type of Latin square with 

an additional constraint on the contents of individual 
regions. For example, the same single integer may not 

appear twice in the same 9×9 playing board row or 

column or in any of the nine 3×3 subregions of the 

9×9 playing board.  

The Data 

The data is the one that actually consists of the real data 
and the fake data. These data are stored in a remote location in 

the server and can be accessed with the proper user 

authentication. The real data can be accessed by the proper 

user and the fake data will be given to the user with improper 

access methods.  

The following architecture diagram will explain the 

functions of the various elements present in the system. There 

are various elements involved with this system. Auser 

entering the system has to undergo through a series of levels 

of authentication. The shift system decides whether user is the 

authenticated user or an unauthenticated user. They both 

follow different steps in the continuation of the process of 

accessing the data. 

IV. SYSTEM IMPLEMENTATION 

 

Figure 2 Working Methodology 
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Mail Exchange 

The mail exchange process generally takes place between 

two individuals - the Sender and the Receiver. The 

senderknows about the details of the data and sends it to the 

receiver. The receiver is in need of the data and obtains it 

from the user. 

The User sends the link through our Mail System 

 

Figure 3 The Mail System 

The mail is received by the person at the other end. The 
link allows the other user to enter the Sudoku Game of our 

website. 

The Secret Mail Transaction Method: 

Here, when Person A sends mail to Person B, a large 

number of fake mails are automatically generated which are 

generated between various users in the mail system. This 

would increase the traffic of the server and makes it hard for 

people who trace to get hold of the information that is 

original. 

 

 

Figure 4 The Traffic increased mail system due to 

automatic mail generation during the mail transfer 

Sudoku System 

The person with the link enters the Sudoku System. The 

User or the Fake User gets access to this link either from the 

mail system or from any other means. The mail received by 

the person B will be like as shown below 

 

 

Figure 5 Mail received by the other User 

The Link is provided with a QR code. A QR code reader 

should be used to read the link. When accessed from a mobile 

device, it would be much simpler to enter into the Sudoku 

system, since it authenticates much faster with the mobile 

number associated with the QR Code reader application. This 

method could also be added to the system. 

 

 

Figure 6 QR code of the link 

 

Figure 7 Sudoku Page 

 

Now the user enters the Sudoku System. The user solves 

the Sudoku and enters the solution. The Shift system comes 

into use at this step. 

The Shift System 

The Shift system as we have proposed is the one with 

intelligence. It would be able to differentiate the difference 

between a real user and a hacker.  

The real user will always be the one to get access to the 

link first. And later, even if his account gets compromised, the 

hacker would be able to get to the link that was obtained by 

the real user. 

The encryption can also be represented using modular 

arithmetic by first transforming the letters into numbers, 

according to the scheme, A = 0, B = 1,.., Z = 25. Encryption 

of a letter  by a shift n can be described mathematically as 
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The Shift System generates the shift key value based on a 

random generator algorithm. Consider that answer to Sudoku 

is 123 and the Shift key value is 2, then the answer would 

become 345. 

The Shift system is a unique system that generates values 

from 1 to any number of values. It can include even a 

10000000000. Depending upon the value of the Shift, the 

answer is varied and a normal user would know about the 

shift value in advance. And, this would help the Shift key 
system to identify the real user and the fake users. The fake 

user gets caught by typing the answer without a shift key.  

The algorithm for the Shift Key System is as follows. 

1. The system generates a Shift Key. 

2. Links the Shift Key with the Sudoku Puzzle 

3. The answer gets modified as per the Shift key value in 

the database. 

4. It cross checks the answer entered by the user with the 

database. 

5. If the answer is the “Real Answer”, the system 

considers it as the Unauthorized User / Hacker. 

6. If it‟s the Modified Shift Answer, the user is provided 

with the access to the data. 

Accessing Data 

When the User enters the Data with the Shift Value, the 

user gets into the Authorized User System. 

The Authorized User System can authorize the user and 

allow the user to download the data 

Then after the data gets downloaded, the system gets 

informed that the download is completed and it allows the 

system to auto delete the file from the server. 

The Deletion  

This is one of the crucial steps done by the system. It 

involves the deletion of the file location in the server. 

Due to various limitations with the internet facilities, it is 

impossible to know if the download has been completed by 

the user or not. But, it is possible to destroy a file in the server 

after a fixed duration of time.  

A file of 100kb is being downloaded by the user after 

completing the Sudoku puzzle. A 100 kb file needs less than 

10 seconds to get downloaded into the user system. And, 

exactly after the 10
th

 second of the download by the user, the 

file gets automatically deleted from the server. 

This can be done by various operations done in the coding. 
For instance, an unlink function in PHP could enable the un-

link of the file from the server if the user has been given the 

power to modify the server. 

After the unlink process, the file gets deleted from the 

server and no one will ever come to know about the existence 

of such a file in the server. Even if some hackers obtain the 

link of the file, they would be getting nothing but a “Not 

Found” page. 

The user after finishing the process of authentication 

downloads the file named „sai.zip‟ from the server. 

And, after the download, the file gets automatically 

deleted from the server. The deletion is triggered by 

erasethings.php file found in the server. 

 

 

Figure8Files in server before download 

 

Figure 9 After the Download of file 

  

The Trap 

This is one of the pivotal steps. Here when the system 

senses the unauthorized user, it allows the hacker to download 

the fake data. The fake data is the one which we have bugged 

with an IP address monitoring tool. This would reveal the IP 

address and we could ban the IP address from accessing our 

server. 

The hacker although thinks that he/she has obtained the 

data which looks purely authentic and remains unaware of the 

bug.And, hence we ensure the safety of the original data and 

make the hacker to get trapped in the Digital Fortress. 
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V. ENHANCED QR CODE AUTHENTICATION 

This is the next level of authentication that can be added to 
increase the security of the system. The user should have a 

smart card like a QR code and a camera to read the QR code.  

After the username password combination has been 

checked by the authentication system and the user has 

completed the Sudoku Puzzle, it should allow the user to 

show the QR code that was purposely given for this 

authentication purpose. 

The flow of this process is as follows.  

 Here, the Camera associated with the system, 

scans the QR code.  

 A PHP script which interprets the QR code and 

compares the QR code available in the database.  

 If matched, the download process starts. 

 Or else, it prompts the user to show the QR code 
again and then authenticates. We keep the 

number of counts value in order to make an 

assessment on how many times the user has taken 

to enter the system. 

 

 
Fig. 10 Flow of QR detection process 

VI. CONCLUSION 

This paper presents a method of using Shift Key and a QR 

code for providing authentication of the access to the user. 

This system helps to distinguish between a real user and a 

fake user. With the enhanced security provided by the Data 

Deletion System in this paper, the data of the user are not 

compromised since the data will be deleted from the server to 

prevent the unauthorized access. 

Our study has proved that there are flaws with the hacker 

and we have to take it to our advantage and exploit the 

situation to our benefit and security. Identity theft can be 

prevented by not using devices in midst of a huge crowd of 

people or writing down the password and leaving it 

somewhere. There are also a number of other ways that the 
password gets revealed and it scares the information of the 

user to be at risk. 
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