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Abstract:    
The demand for protection increases, if the confidentiality of the information is of very high value. Security is very essential to 

avoid the unauthorised disclosure or alteration of the information. Due to the great change in technologies nowadays, a number 

of multimedia data is being generated and transmitted, leaving our own data vulnerable to be edited, modified and duplicated. 

Digital documents are therefore being faced by innumerable threats as they are very easy to copy and distribute. Cryptography is 

an art of secret writing, which authenticates data and important messages as well as protects the systems from valid attacks.  One 
of the best existing security algorithms to provide data security is Advanced Encryption Standard (AES). It comprises of 

encryption and decryption process each associated with a key which is supposed to be kept secret.In this paper the software 

Xilinx ISE 13.1 project navigator is used for the purpose of synthesis and simulation of AES algorithm. 
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I. INTRODUCTION 

 

To achieve the requirements for secrecy, integrity and non 

reproduction of exchanged information, transmission of 

secret data over the communication channel have emphasized 

the need for fast and secure digital communication networks. 
Cryptography is a method which secures and authenticates 

the transmission of information over unsafe channels. It helps 

us to store protected information or transmit it across unsafe 

networks so that any third person cannot read it. For the 

purpose of security and protection of data AES algorithm was 

designed. In the year 2001,the AES was published by 

National Institute of Standards and Technology (NIST). Later 

Rijndael algorithm was selected as AES algorithm. Rijndael 

algorithm has key length of 128, 192 and 256 bits while 

block size of 128 bit. There are many architecture proposals 

for AES Rijndael algorithm, but many of them are poor in 
terms of area and speed. On October 2nd 2000, NIST has 

announced that the Rijndael Algorithm is the best in various 

parameters as security, performance, efficiency, implement 

ability & flexibility. The Rijndael algorithm was developed 

by Joan Daemen and Vincent Rijmen therefore the name is 

given as ‘Rijndael’. AES encryption is an efficient scheme 

for both hardware and software implementation. In these 

paper the simulation and synthesis of AES is being done on 

Xilinx ISE 13.1 project navigator.  

 

II. AES ALGORITHM 
 

In cryptography the Advanced Encryption Standard (AES) is 

a symmetric-key encryption standard adopted by the U.S 

government. AES is the first publicly accessible and open 

cipher approved by the NSA for top secret information.The 

AES Algorithm is a symmetric-key cipher, in which both the 

sender and the receiver use a single key for encryption as 

well as for decryption. The length of data blocks is fixed to 

be 128 bits, while the length can be 128, 192, or 256 bits. 

AES algorithm is also an iterative algorithm. Each iteration 

can be called a round, and the total number of rounds is 10, 

12, or 14, when key length is 128,192, or 256, respectively. 

The 128 bit data block is divided into 16 bytes. These bytes 

are mapped to a 4x4 array called the State, and all the internal 

operations of the AES algorithm are performed on the State. 
 

 
Table 1: AES Parameters 

 

The AES algorithm, a symmetric block cipher can encrypt as 

well as decrypt the data. Encryption translates data to a secret 

form called cipher-text. Encryption of the cipher-text then 

converts the data back into its original form, which is known 

as plain-text.AES is also reversible as most of the encryption 

algorithms. This helps us to understand that almost the same 

steps with some simple changes are performed to complete 

both encryption and decryption in reverse order.        

 
For encryption, each round consists of the following four 

steps: 

1) Sub Bytes 

 2) Shift Rows 

3) Mix Columns 

4) Add Round Key 

 

For decryption, each round consists of the following four 

steps: 

1) Inverse Shift Rows  

2) Inverse Sub Bytes 

 3) Add Round Key 
 4) Inverse Mix Columns. 
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Fig 1: AES Encryption/ Decryption process 

 

A. SUB BYTES: 
Sub Bytes is the first transformation used at the encryption 

site. To substitute a byte, we have to represent the byte as 

two hexadecimal digits. The main aim of the substitution step 

is to reduce the correlation between the input bits and the 

output bits at the byte level. The bit scrambling part of the 

substitution step ensures that the substitution cannot be 

described in the form of evaluating a simple mathematical 

function. 

 

 
Fig. 1.1: In the Sub Bytes step, each byte in the state is 

replaced with its entry in a fixed 8-bit lookup table, 

S; bij=S(aij). 
 

B. SHIFT ROW: 

The Shift Row transformation comprises of four basic steps 

as mentioned below: 

 (i) Keeping the first row of the state array unchanged 

 

 (ii) Shifting the second row circularly by one byte to the left 

 

(iii) Shifting the third row circularly by two bytes to the left 

 

 (iv) Shifting the last row circularly by three bytes to the left.  

 The input block is written column-wise not row-wise. 
 

 
Fig. 1.2: In the Shift Rows step, bytes in each row of the state 
are shifted cyclically to the left. The number of places each 

byte is shifted differs for each row. 

 

C. MIX COLUMN: 

The Mix Column transformation replaces each byte of a 

column by a function of all the bytes in the same column. 

More precisely, each byte in a column is replaced by two 

times that byte, plus three times the next byte, plus the byte 

that comes next, plus the byte that follows. 

 

 
Fig.1.3: In the Mix Columns step, each column of the state is 
multiplied with a fixed polynomial c(x). 

 

D. ADD ROUND KEY: 

In the Add Round Key step, the sub key is combined with the 

state. Each round has its own round key that is derived from 

the original 128-bit encryption key. For each round a sub key 

is derived from the main key. The sub key is added by 

combining each byte of the state with the corresponding byte 

of the sub key using bitwise XOR. 

  

 
Fig.1.4: In the Add Round key step, each byte of the state is 

combined with a byte of the round sub key using the XOR 

operation. 

Decryption process is just the reverse of encryption process 

which inverse round transformations to computes out the 

original plain text of an encrypted cipher text in reverse 

order. Add Round Key is its own inverse function because 

the XOR function is its own inverse.  
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The round keys have to be selected in reverse order. Inverse 
Mix Columns needs a different constant polynomial than Mix 

Columns does. Inverse Shift Rows rotates the bytes to the 

right instead of to the left. Inverse Sub Bytes reverses the S-

Box look-up table by an inverse transformation followed by 

the same inversion over which is used for encryption. 

 

III. DESIGN OF VARIOUS MODULES 

 

1) AES KEY EXPANSION 

The key is arranged in the form of a matrix of 4 × 4 bytes 

considering a 128 bit key. As considering the input block, the 
first word from the key fills the first column of the matrix, 

the second word from the key fills the second column of the 

matrix, and so on. A schedule of 44 words is established by 

the four column words of the key matrix. Each round 

consumes four words from the key schedule of the encryption 

key in the form of 4-byte words and the expansion of the key 

into a key schedule consisting of 44 4-byte words. 

 

 RTL Schematic: 

 
 

 Technology Schematic: 

 
 

2) AES ENCRYPTION 

 
The AES Encryption takes the plain text as the input with a 

key of 128 bit and then converts it into cipher text.  The RTL 

and technology schematics of the same are as shown below. 

 

 RTL Schematic: 

 
 

 

 Technology Schematic: 

 
 

3) AES DECRYPTION 
 

The AES Decryption takes the cipher text as the input with a 

key of 128 bit and then converts it into plaintext as output. 

The RTL and technology schematics of the same are as 

shown below. 

 

 RTL Schematic: 

 

 
 Technology Schematic: 

 

 
 

IV. SIMULATION RESULTS 

The simulation waveforms of the three design modules are 

been mentioned below. These waveforms are synthesized and 

simulated on software XILINX ISE 13.1 Project Navigator. 

 

1) AES KEY EXPANSION 
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2) AES ENCRYPTION 

 
3) AES DECRYPTION 
 

 
 

 

V. RESULT ANALYSIS 

 Evaluation of Various Parameters for Encryption 

Design Utilization Summary ((Estimated Values) 

 

Logic Utilization Used Available Utilization 

Number of Slice 
Registers 

4,096 207,360  1% 

Number of Slice 

LUTs 

3,520  207,360  1%  

Number of fully used 

LUT-FF pairs 

3,520  4,096  85%  

Number of bonded 

IOBs 

513  960  53%  

Number of 

BUFG/BUFGCTRLs 

1  32  3%  

 

Minimum period: 2.905ns 

 

 Maximum Frequency: 344.228MHz 

 

 Minimum input arrival time before clock: 1.271ns 

 
 Maximum output required time after clock: 2.826ns 

 

 Maximum combinational path delay: 3.128ns 

 

 

 Evaluation of Various Parameters for Decryption 
Design Utilization Summary (Estimated Values)  

Logic Utilization Used Avai

labl

e 

Utiliza

tion 

Number of Slice 

Registers 

676 3264

0 

2% 

Number of Slice 

LUTs 

1426 3264

0 

4% 

Number of fully used 

LUT-FF pairs 

565 1537 36% 

Number of bonded 

IOBs 

389 480 81% 

Number of 

BUFG/BUFGCTRLs 

1 32 3% 

 

Minimum period: 6.706ns 

Maximum Frequency: 149.120MHz 

Minimum input arrival time before clock: 7.170ns 
Maximum output required time after clock: 3.292ns 

Maximum combinational path delay: No path found 

 

VI. CONCLUSION 

AES-128 algorithm for encryption and decryption is 

simulated on Xilinx ISE 13.1 simulator. With the designing 

of all the operations as LUTs, ROMs and Logic gates, the 

proposed architecture achieves the targeted output and 

thereby utilizing only 1% of slices. Numbers of slices used 

are very less and design with minimum utilization is 

presented. Various parameters like area, time period, 
frequency, path delay is also calculated for both encryption 

and decryption. 
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