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Abstract:
Electricity theft is a major challenging problem faced by the utilit ies. Apart fro m technical loss (TL), most of the developing countries
are facing huge financial losses because of Non-technical loss (NTL). With the introduction of smart meter, the frequency of reporting
energy consumption data to the utility co mpany has been increased more. Thus it paves the way for advanced data analysis. Among
the two smart meters, one is installed in distribution transformer and the other in each and every house. So we can detect the NTL in
the particular area by taking the difference between these two meter readings. But to ping-point the particular fraudulent in the
particular suspicious area is a tedious process in the traditional approach. In this paper, we present a novel framework called ETD
(Electricity Theft Detection), which comprises of an intelligent algorith m such as ETD and k-NN classifier to detect fraudulent
consumer fro m the normal consumer based upon the consumer’s consumption pattern. Since k-NN emp loys retraining capability, it
makes the framework robust against non-malicious changes in the usage pattern. We use a real time smart energy dataset from the
Irish Smart Energy Trial to validate our approach.
Keywords: Advanced Metering Infrastructure (AMI), Electricity theft detector (ETD), Energy theft, k-nearest neighbors (k-NN).
I. INTRODUCTION
A MI (Advanced Metering Infrastructure) incorporates the
modernizat ion of metering system with the rep lacement of
mechanical meters by smart meters. Smart meters are becoming
famous among the electricity consumer that provides two-way
communicat ion between electrical utilities and the consumers
thus it eliminates the manual intervention to read the meter
reading, and providing various advantages over the traditional
meter such as, the ability to monitor the consumption detail of
every consumer, billing them etc. Apart from its advantages
behavior, it faces some problems in the recent years. Electricity
theft has been increasing gradually in various countries . Smart
meters may not be tamper able, but electricity theft could still be
possible by bypassing the smart meter. It has been addressed by
checking the tamper-evident seals using balance meter by field
personnel. Therefore, an efficient energy theft detection system
against AMI is urgently required. Smart meter theft has been
discussed in detail [1]. Preventing the smart meter theft fro m
various vulnerabilit ies is the most welcomed in the day to day
world [2],[3]. There were several approaches attempted for AMI
to stand against Non-technical loss (NTL) such as game-theory
based methods [4]-[5], classification based approach[6]-[12].
Electricity theft is the crime pract ice done by the fraudulent to
evade the payment and it is punishable by fines. According to
the annual Emerging Markets Smart Grid study by the Northeast
Group, LLC, it was estimated that around $89.3 b illion losses
annually to electricity theft. It includes tapping energy directly
fro m the distribution feeder, tampering with the meter to evade
the payment [13], [14]. Improper and illegal calibrat ion of smart
meter during their design [15] can cause NTL. Nizar et al [17]
emp loy a data min ing approach to classify the consumption
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patterns. By comparing the results to the user database, the
algorith m yields a list of users who might be stealing energy.
Investigations are undertaken by the utility companies to access
the impact of technical losses and overall performance [18]-[21].
Depuru et al [22] p roposes another data mining approach. Nagi
et al [23] proposes a genetic algorith m and SVM instead of data
mining. But unfortunately the above three approaches fails to
sort out the fraudulent with absolute certainty. Li et al design a
protocol [24] which works similarly to those works like [25].
The most popular method which is prevailing upto date to
reduce electricity theft is by using smart meter and intelligent
algorith m that makes more difficult for fraudulent activities. The
upcoming section of this paper is structured as follows: section
II reviews the background details of electricity theft detection
system studies to this work. Section III presents the overall
methodology. Finally, the section IV and V analy zes the result
and draws a conclusion.
II. RELATED WORK
In this section, we review the existing approach prevailing in the
list which uses consumption detail of every consumer to find the
fraudulent consumer. In [26], abnormal behavior of the
consumers was detected by using historical consumption data,
SVM along with a data mining method. But this approach
requires a daily consumption data of every consumer over a
period for two years and it is capable to detect theft only when it
has abrupt changes in load profile. Tradit ionally, the number of
theft samples fro m the consumers is much less than the number
of normal samp les, it might lead to ignore the minority class
leaving the algorithm worthless in some scenario. In [27], the
class imbalance problem was addressed by combining the one-
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class SVM, optimu m path forest and C4.5 decision tree method.
The problem with this approach is that it incorporates a high computational load. We address this by creating a theft samples
synthetically fro m the normal samples. Both SVM and a rule
engine approach were proposed in [28] to improve the
classification accuracy and it reduces the detection time by
parallelizing the algorithm. But still this approach faces some
difficult ies as in class-based methods. Multi-sensor approach
was incorporated in [29] to detect the energy theft. This
approach requires high-sampling rate and it reveals the
informat ion about the consumer. In this paper, we use only the
consumption pattern to detect the energy theft and it promises
the consumer’s privacy. Salinas et al [30] incorporates a peer-topeer approach and it addresses the problem of [29]. This
approach acts as a privacy preserving scheme and the
shortcoming is that it is only effective in theft detection with
constant reduction rate. However, there are several range of theft
it could be able to detect only small range. Our approach is
capable of detecting more diverse attack types. Here, we short
list areas with high-probability of theft with the help of
transformer meter and it overco mes the limitat ions of
classification-based techniques.

sample is predicted to be grouped under the class of the nearest
training samp le is called the nearest neighbor algorith m where
the K value will be 1.Whenever the accuracy of the k-NN
algorith m degraded by the presence of more number of nearest
points, the classification process might be turned into tedious.
This scenario is tackled by increasing the k value beyond the
level. When the K value is 3, the classifier attempts to choose
top three nearest neighbors and deciding to which majority class
the data point belongs to.

III. METHODOLOGY
A.TRAINING OF k-NN CLASSIFIER
The training samp les in a mult idimensional feature space are
vectors, each with a class label. The training phase of the
algorith m consists of storing the class labels and feature vectors
of the training samples. The Fig.I.shows the sample Feature
Space that clearly separating two classes with the help of
Decision Surface and Voronoi spaces. In the classification
phase, K is a user-defined constant, and an unlabeled vector or
test vector. The test vector is classified under the label wh ich is
most frequently occurring among the K training samples nearest
to that query (given) point. Eucli dean distance plays a vital role
in calcu lating the distance metric fo r continuous variables.
Whereas, hamming distance can be used for discrete variables,
such as for text classificat ion.

Figure.2. B oundary Selections In Feature Space: (A) For
K=3 (B ) For K=5
The Fig.II.(a) & (b) shows the boundary selection for two cases
K=3 & K=5 respectively. In first case, the sample data is said to
be Class 1 because the boundary area is having class 1 as
majority nearest neighbor and by the same way in second case
the sample data is related to class 2.

Figure.1. S ample Feature S pace

TRAINING AND TES TING OF K-NN CLASSIFIER
In pattern recognition, the k-Nearest Neighbors algorithm is
a non-parametric method most commonly used for classification
and regression. The input contains the k closest training
examples in the feature space in both the cases. The output of
the algorith m depends on whether k-NN is used for classification
or regression. k-NN is also a type of instance-based learning and
it is also called as lazy learn ing, where the function is only
approximated locally and all computation is deferred until
classification. The k-NN algorith m is the simplest algorithm
among all machine learn ing algorith ms. The good and synthetic
malicious customers data are given as a training data for the
KNN classifier. The K-NN classifier is responsible for
classifying the data as good or bad by studying the pred efined
training data. The online dataset (for every 30 minutes) is given
for classification. Th is pattern is checked against both the
pattern, if any malicious is detected. It is kept as a suspected and
given as a input for further verificat ion. Then it is given to ETD
algorith m.

K - VALUE S EL ECTION
The best choice of K-value selection depends upon the data.
Generally, the effect of noise can be reduced greatly in the
classification with the larger values of K, but it fails to make
clear boundaries between classes. The case in which the data

B. ETD Algorithm
In ETD, the total consumption of each neighborhood is
measured by transformer meters, and is compared with the total
amount of usage reported by the smart meters. If at this level a
nontechnical loss (NTL) is detected, customers in the area with
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abnormal patterns will be selected as suspicious users. For each
customer, a K-NN classifier is trained using historic data of the
user as well as a synthetic attack dataset. The classifier is then
used to decide whether a new sample is normal or malicious.
The main contributions of this algorith m are as follows.
1) The design of new algorithm for detecting energy theft
attacks. ETD employs transformer meters along with monitoring
of abnormalities in customers’ consumption patterns to provide
a cost effective and high-performance solution for energy
theft detection. Through application of appropriate clustering
techniques
and
transformer
meters, unlike existing
classification- based methods, ETD is robust against
contamination attacks and non-malicious changes in
consumption patterns, and therefore, achieves a higher DR and a
lower FPR.

K-NN recognizes the anomaly. Th is scenario might have three
reasons. It might be due to K-NN misclassification or error in
NTL calculat ion, changes in consumption habits, and changes of
residents or appliances. Whenever the contradiction happens
between the comparisons (i.e. there is no indication of NTL but
the K-NN indicates the theft), the particular sample is stored in a
temporary database. If the s ame thing happens in the following
days, the old dataset will be dropped and the new dataset is
created by taking the current consumption samples from the
temporary dataset. Once it becomes large enough to train the KNN, training process takes place. A flag (fi ) parameter is
assigned for each and every smart meter, wh ich is a binary
variable init ialized to one. When a non-malicious anomaly is
detected, as described above, this flag is set to zero and when the
situation is resolved it will be set back to one. Th is facility of the
algorith m makes ETD robust against non-malicious changes in
consumption pattern.

2) The problem of imbalanced data and zero-day attacks can be
addressed by generating a synthetic attack dataset, benefiting
fro m the fact that theft patterns are predictable. Through
extensive experiments we show that this significantly improves
the DR and enables the detection of a wide range of attack types.
3) ETD provides a higher performance with a lower samplin g
rate. Hence, it has a reduced effect on customers’ privacy. One
or more transformer meters measure the total electricity supplied
to the customers in each and every neighborhood, TMR (t). This
calculated value fro m the area is compared with the total amount
of consumption indicated by the smart meters fro m the
corresponding distribution transformer, Ʃ i SMRi (t). NTL is
reported if, for any time t, during a day,
TMR (t) > Ʃ i S MRi (t) + ETL(t) + ε
Where
ε is the calculat ion error for TL.
TMR(t) is the transformer meter read ing.
SMR(t) is the smart meter reading.
The NTL calculation is performed at each time whenever the
new samples are collected. The next step is collection of history
of consumption samples for the particular consumer. The
comparison results into producing states whether the customer
belongs to the benign or attack class. If the calculation of NTL
did not detect any malicious attack and the new sample was
classified as normal by the comparison, the new sample is added
to the normal dataset and the corresponding attack patterns will
be generated and added to the theft dataset.
If NTL was detected (i.e.the non-technical loss happened in the
particular), then it takes the K-NN output into account. Both of
them was compared to detect the attack, a suspicious behavior of
the smart meter is reported to the utility if it is repeated m times
over a certain period. During this time new samples are stored in
a temporary database. Once an energy theft is detected, an action
is taken accordingly such as on-site inspection. Based upon the
amount of NTL calcu lated, Onsite inspection is made for the
smart meter wh ich has higher amount of NTL. If a theft is
verified, samples in the temporary database are added to the
theft dataset. Otherwise, they will be added to the normal dataset
and their corresponding attack patterns to the theft dataset. If the
NTL calculat ion shows there were no theft has happened but the
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Figure.3. Fl ow of ETD Algorithm
If NTL was detected, but comparison did not recognize any
anomaly and this scenario persists for a certain period, it shows
that an attack might be happening, but comparison fails to
identify it. In this case, the normal dataset of the consumers is
analyzed for sign of data contamination attack, in wh ich by
gradual changes in data makes the learn ing machine to accept a
malicious pattern as a normal one. The daily consumption of the
customer is studied in a long-term trend manner. If the analysis
of historic data does not show any contamination attack, ETD
alerts the operator to indicate that an attack might be happening
but unfortunately the algorithm could not able to detect it, and
the algorithm continues its normal operations for new samples .
Hardly, this scenario happens , e.g., when a new load with high
consumption is directly connected to a feeder. This step of the
algorith m makes ETD robust against contamination attacks.
IV. RES ULTS & DISCUSS ION
This section contains the overall results obtained throughout the
project and the outputs are discussed detailed manner. We used
the smart energy data from the Irish Smart Energy Trial in our
tests. The dataset was released by Electric Ireland and
Sustainable Energy Authority of Ireland (SEAI) in March 2012.
It includes half hourly electricity usage reports of over 5000
Irish homes and businesses during 2010 and 2011. Customers
who participated in the trial had a smart meter installed in their
homes and agreed to take part in the research. Therefore, it is a
reasonable assumption that all samp les belong to honest users.
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The large nu mber and variety of customers, long period of
measurements and availability to the public make this dataset an
excellent source for research in the area of analysis of smart
meters data. For each customer there is a file containing half
hourly metering reports for a 535 day period. We reduced the
sampling rate to one per hour and for each customer divided the
file into a dataset of 535 vectors, each with 24 co mponents.
A. ISSDA Dataset
The Irish Social Science Data Archive’s (ISSDA) mission is to
ensure wide access to dataset and to promote the international
comparative studies of the economy and it is the Ireland’s
leading Centre fo r data acquisition, preservation, and
dissemination. The ISSDA provided the 6 Zipped files in text
format (File1.t xt to File6.t xt ) .

is selected for testing and changing the pattern for the time
period fro m 11 to 15. Since the K-NN classifier is trained with
both the benign and malicious pattern and by now it is ready to
test the real time data. No w the consumer-ID 5 real t ime data is
given to the K-NN classifier. It checks the given pattern by
plotting them against the historical pattern. Then it classifies
them whether it belongs to benign or malicious pattern. It
produces the result by giving zeroes and ones. Indication of ones
is genuine whereas zeroes indicate suspicious pattern. The Nontechnical Loss is detected by taking the difference between the
total energy supplied to the area and the measured energy from
every house for the particular time period. If the difference is
greater than 0, it indicates there is a non-technical loss.
TEM =sum(X);
diffe=TES-TEM;
diffe(diffe>0)=1;
where
TEM = Total Energy Measured
TES = Total Energy Supplied
X = Consumed energy
Now both the output such as K-NN and NTL is given to the
ETD algorith m for testing. If both of the result says that there is
theft, then it confirms the pattern as fraudulent.
F) PERFORMANCE ANALYS IS
The performance measure of both the k-NN (Fig.V) and the
ETD (Fig.VI) have been analyzed and their accuracy levels are
calculated respectively.

Figure.4. Dataset from Issda
B. CONVERS ION OF TEXT FORMAT DATAS ET TO
EXCEL FORMAT
The given dataset is in text format it should be converted into
matrix format to ease the upcoming process. The text file is
imported in matrix tool and each of the columns is separated by
delimiter option as space. And then matrix format is selected for
mat format. It contains three column first column indicates the
unique consumer ID and the second column indicates the five
digit code (1-3 indicates day code (ie)1 st jan 2011 and 4&5
indicate 1-48 for each 30 minutes and the third column indicates
the consumption unit in KWh during 30 minutes.
C) CREATION OF S YNTHETIC DATAS ET
The historical data is considered as the good profile. Thus it is
mandatory to create the malicious pattern. This malicious pattern
is created by multip lying the random nu mber to the good
pattern. Now both the pattern can be given to train the K-NN
classifier. Once it is trained, it will be able to classify the
consumer’s real time data by matching against the historical
pattern. Finally, the ETD algorith m makes its decision about the
classification. No w both the output such as K-NN and NTL is
given to the ETD algorith m for testing. If both of the result says
that there is theft, then it confirms the pattern as fraudulent. If
the suspicious rate exceeded the given threshold (say 3), then it
predicts the consumer is malicious.
D) TES TING
To test the overall process, the good pattern is taken fro m the
benign samples and then converted into malicious sample by
mu ltip lying 0.5 with the benign pattern. Here the consumer-ID 5
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Figure.5. Performance analysis of k-nn classifier
Accuracy

Figure.6. Performance analysis of ETD
Accuracy
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V. CONCLUS ION
In this paper, we have introduced ETD (Electricity Theft
Detector), a novel algorith m fo r detecting the customer who is
engaging in energy theft using AMI data. It relies on the
predictability of consumers’ normal and fraudulent usage
pattern. Along with the application of k-NN ano maly detector,
the algorithm considers all the cases of Energy theft. ETD also
provides the retraining facilities that may occur due to change in
residents, changes of appliances, alteration in consumption
habits. 93% of accuracy is achieved through ETD
implementation whereas only 88% of accuracy with KNN
classifier. Th is makes the ETD algorith m robust against any
non-malicious changes in consumption pattern.
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