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Abstract: 

Recent years all are using the cloud server. The reason of using cloud server is easy to use and having the security. With the 

rapid development of cloud services, lots of new challenges have emerged. One of the most important problems is how to delete 

the outsourced and shared data which is permanently stored in the cloud storage with secure. In our system, We propose a 

novel KP-TSABE scheme which is able to achieve the time specified cipher text in order to solve these problems by 

implementing flexible fine-grained access control during the authorization period and time-controllable self-destruction after 

expiration to the shared and outsourced data in cloud computing. We also specified a system model and security model for the 

KP-TSABE scheme.  Furthermore, we proved that KP-TSABE is secure under the standard model with decision 1-Expanded 

BDHI assumption. The comprehensive analysis indicates that the proposed KP-TSABE is superior to other existing schemes. 
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1 INTRODUCTION 

Cloud computing is a technology that provides the best 

services for storage. This platform gives people opportunity 

for sharing services, resources and information among the 

people of the whole world. The cloud which contains the 

data is seen valuable to few people with malicious target. 

Cloud storage is easy to access by different services with a 

lot of free space to just for signing up but those services are 

looking at the file upload and most importantly with services 

which is encrypt personal data. This paper is mainly 

concentrates on the security issues. Once we upload the file 

to the cloud server, then that file access the world wide 

anytime. Here access the cloud server from many users so 

have changes to unauthorized user access the other user files. 

To overcome these problems, here we can download Data 

from cloud storage with the file key and specified time 

interval. Using this encrypted file key and time interval, we 

can access the required data securely from the cloud server. 

The data users are having registered users only. When the 

user want the file from the cloud server that time user send 

request to file owner for a particular file. Data owner upload 

the file into a cloud server for a request. Data owner 

generate the security keys for the file user such as the mail 

and mobile number, this number is unique to every users 

and time interval also allocate from the data owner. With 

that time interval only user can access the file from the cloud 

server. 

 

1.1 Cloud Server 

A Cloud server is a logical that is hosted, built and delivered 

through a cloud computing platform over the internet. Cloud 

server possesses and exhibit similar functionalities to a 

typical server accessed remotely from cloud service provider. 

 

2 EXISTING SYSTEM 

To protect the outsourced data in cloud storage against 

hacking, adding fault tolerance to cloud storage together 

with failure reparation checking and data integrity becomes 

critical. In this system, the file owner upload the file into the 

cloud server. From the cloud server, the owner and his/her 

friends can download the files from anywhere and anytime. 

The downloaded file will permanently store in the cloud 

server. It can also waste the cloud server space and even 

unauthorized user can access the file from the cloud server 

files and have chances to miss use it. To overcome these 

problems, we generate a three attribute key for the data user. 

This attribute key is using for security. And additionally data 

owner allocate the file access time interval, data user will 

access the file in that particular time interval only. Data 

owner only a decryption the file and upload the file into a 

cloud server. 

 

2.1 Algorithm 

The KP-TSABE scheme can be classified as a following four 

algorithms:  

 

Setup, Encrypt, KeyGen, and Decrypt.  

Setup ð1k; UÞ. This algorithm is run by the cloud Authority 

and takes input as the security parameter 1k and attribute 

universe U. It also generates the system public parameters as 

param and the master key MSK. The Authority publishes 

params and keeps MSK secret to itself. 
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Encrypt (M, params, S, TS). Given the public parameters 

params, the shared message M which the owner wants to 

encrypt, the attribute set S and the set of time intervals TS in 

which every element in TS is associated with a 

corresponding attribute in S, this algorithm generates the 

cipher text CT which is associated with the fuzzy attribute 

set S. 

 

KeyGen ðMSK;�; T0Þ. This algorithm takes as input the 

master key MSK, the access tree � and time set as T0. 

Every attribute key x in � is associated with a time instant 

tx 2 T0. It outputs a private key SK which contains�.  

 

Decrypt ðCT; SKÞ. This algorithm takes as input the cipher 

text CT and the private key SK. When a set of time specific 

attributes satisfies�, it is able to decrypt the cipher text and 

return the plaintext. 

 

2.2 Disadvantages 

1. User cannot share his/her encrypted data at a fine-

grained access level. 

2. Resistance on the collusion attack. 

3. Don’t supporting fine grained access control. 

4. Not supporting user-defined time intervals. 

5. Don’t have security proof under standard model. 

 

3   MODULE DESCRIPTION FOR PROPOSED 

SYSTEM 

3.1 Data Owner Module 

          Data owner can provide data or files that contain 

some sensitive information, which are used for sharing with 

his/her friends. All these shared data are outsourced to the 

cloud servers to store. And generate the three attribute key 

for the data user. This attribute key is using for security. 

And additionally data owner allocate the file access time 

interval, User cannot access the file before and after interval 

time period. When time gets expired that file will be 

destroyed from cloud server automatically. Data owner only 

a decryption the file and upload the file into a cloud server. 

 

3.2 Data User Module 

        The data users are having a registered users only. 

When data user want the file from the cloud server that time 

only user send file request to the data owner for a particular 

file. The data owner upload the file into the cloud server for 

that request, then data owner generate the  security keys as 

mail and mobile number, that is unique to every users and 

also that owner will allocate the time interval for that file. 

With that time interval only, user can access the file from 

the cloud server. If the time expires or before the specified 

time, file user cannot access the file, otherwise it will 

automatically discard. 

 

3.3 Admin Module 

             In this, Admin have a monitoring all the work flow 

between the file owner and file user activity. File owner 

generate all the private keys and attribute keys and in admin 

side, it is used for security of the files. Admin has only send 

the key generation for file uploading for the data owner. 

Admin will generate the key for file download from the data 

user. It is used for the unauthorized user cannot access the 

file from the cloud server files without key. 

 

3.4 Time Server Module 

             The Time Server Module is a most important 

module in this project. Here file owner allocate the time 

interval for the file. When file owner upload the file into the 

cloud server, after that data owner allocate the file download 

time interval time. This is mainly used for security purpose, 

where other user cannot access the file from the cloud server. 

Current system time will cross the allocate the ending time 

while that file will be automatically deleted from the cloud. 

 

3.5 Cloud Server Module 

         Here user and file owner registered their information. 

File owner upload the file details of all the information in 

this cloud server. Here, data owner/user/admin databases are 

stored in the cloud server. In this, files are upload to the 

cloud server and the files can retrieve from the cloud server 

only. When unauthorized user can’t the file without 

authentication in cloud server. 

 

3.6 Secure Self Destruction Scheme Module 

       Here we are using the generating the attributes from the 

file users information. For ex. Main and mobile number are 

taken and generate the key. That keys are generate from the 

file owner, when file owner upload to the cloud server that 

time this operation will performed. This attributes are 

mostly used for the security for the files in cloud. 

 

4  SYSTEM ARCHITECTURE 

      In this system, We propose a novel KP-TSABE scheme 

which is able to achieve the time specified cipher text in 

order to solve these problems by implementing flexible fine-

grained access control during the authorization period and 

time-controllable self-destruction after expiration to the 

shared & outsourced data in cloud computing. We allocate 

the particular time interval for the file download from the 

cloud server. When the user want the file from the cloud 

server that time user send request to file owner for a 

particular file. Data owner upload the file into a cloud server. 

According to that files data owner will allocate the time. 

With time only the user can access the file from the cloud 

server. User cannot access the file before and after interval 

time period. When time get expired that file will be 

destroyed from cloud server automatically. Mainly used for 

security purpose. The time server is a most important server 

in this project. Here file owner allocate the time interval for 

the file. When file owner upload the file into the cloud 

server that time owner allocate the file download interval 

time. This is used for the other user can’t access the file 

from the cloud server. Current system time will cross the 

allocated ending time, while that file will be deleted from 
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the cloud. When user and file owner registered their 

information. File owner upload the files details of all 

information are stored in this cloud server. Here all the 

information about the data owner, data user and admin data 

bases are stored as database in cloud server. And also the 

data owner will store the files into the cloud and the data 

owner will generate the key along with time interval, with 

the time interval only file user can access a file from the 

cloud sever otherwise it will be deleted. This can be 

considered as a main part of this system. And even 

unauthorized used cant access the file without authentication 

in cloud sever.   

 
                              Fig.1.system architecture design 

5 ADVANTAGES 

 1. KP-TSABE scheme provides a big advantage by 

supporting user-defined time-specific authorization. 

 

2. Fine grained access control and data secure self-

destruction. 

 

3. KP-TSABE is proven to be secure under the standard 

model by using the l-bilinear Diffie-Hellman inversion 

(BDHI) assumption. 

 

4. KP-TSABE is able to implement even or fine-grained 

access control during the authorization period and time-

controllable to make the sensitive data self-destruction after 

expiration without any human intervention. 

 

5. Cipher text will be self-destructed and no one can decrypt 

it because of the expiration of the secure key. 

 

6 ALGORITHM 

     The KP-TSABE scheme can be classified as a four 

algorithms: Setup, Encrypt, KeyGen and Decrypt.  

 

Setup ð1k; UÞ: This algorithm is run by the cloud Authority 

and takes input as the security parameter as 1k and attribute 

universe as U.It will generate a cloud system public 

parameters as param and the master key as MSK. The 

Authority publishes params and keeps MSK secret to itself.  

 

Encrypt (M, params, S, TS): Given the public parameters 

params, the shared message M which the owner wants to 

encrypt, the attribute set S and the set of time intervals TS in 

which every element in TS is associated with a 

corresponding attribute in S, this algorithm generates the 

cipher text CT which is associated with the attribute set S. 

 

KeyGen ðMSK T0Þ: This algorithm takes as input the 

master key MSK, the access tree and the interval time set as 

T0.Every attribute key x  is associated with a time instant tx 

2 T0. It outputs a private key SK which contains.  

 

Decrypt ðCT; SKÞ: This algorithm takes as input the cipher 

text CT and the private key SK. When a set of time specific 

attributes satisfies, it is also able to decrypt the cipher text 

and it will return the plaintext. 

 

 
7 CONCLUSION 

          In this paper, I have execute the novel key-policy time 

specified attribute based encryption(KP-TSABE) ,which is 

able to achieve the time specified cipher text. In order to 

solve these problems by implementing flexible fine or even-

grained access control during the authorization period and 

time-controllable self-destruction after expiration to the 

shared and outsourced data in cloud computing. We also 

gave a system model and a security model for the KP-

TSABE scheme.  

 

Furthermore, we proved that KP-TSABE is secure under the 

standard model with the decision l-Expanded BDHI 

assumption. The comprehensive analysis indicates that the 

proposed KP-TSABE scheme is higher to the other existing 

schemes. 
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